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15 March 2012

To: Chairman — Councillor Francis Burkitt
Vice-Chairman — Councillor David McCraith
Members of the Corporate Governance Committee — Councillors John Batchelor,
Richard Barrett, Douglas de Lacey, Charles Nightingale and John Williams
Quorum: 3

Dear Councillor

You are invited to attend the next meeting of CORPORATE GOVERNANCE COMMITTEE,
which will be held in MONKFIELD ROOM, FIRST FLOOR at South Cambridgeshire Hall on
FRIDAY, 23 MARCH 2012 at 9.00 a.m.

Members are respectfully reminded that when substituting on committees, subcommittees, and
outside or joint bodies, Democratic Services must be advised of the substitution in advance of
the meeting. It is not possible to accept a substitute once the meeting has started. Council
Standing Order 4.3 refers.

Yours faithfully
JEAN HUNTER
Chief Executive

The Council is committed to improving, for all members of the
community, access to its agendas and minutes. We try to take all
circumstances into account but, if you have any specific needs,
please let us know, and we will do what we can to help you.

AGENDA
PAGES

1. Apologies for Absence

To receive apologies for absence from committee members.
2, Declarations of Interest
3. Minutes of Previous Meeting 1-4

To confirm the minutes of the meeting held on 16 December 2011 as a

correct record.

INTERNAL AUDIT REPORTS
4 (a) Internal Audit Update 5-12
4 (b) Internal Audit Plan 13-30

Democratic Services Contact Officer: Patrick Adams 03450 450 500



EXTERNAL AUDIT REPORTS
5(a) External Audit Update 31-44
5(b) Audit Plan 2011/12 45 - 64
RECOMMENDATION TO COUNCIL
6. Annual Review of the Risk Management Strategy 65-100

INFORMATION ITEMS

7. Strategic Risk Register 101 -
116
8. Matters of Topical Interest
Progress on Annual Governance Statement will be reported at the
meeting.
9. Date of Next Meeting

The Committee are asked note the following meeting dates, all at 9am:
Friday 29 June 2012

Friday 28 September 2012

Friday 14 December 2012

Friday 22 March 2013

OUR VISION
. We will make South Cambridgeshire a safe and healthy place where residents are
proud to live and where there will be opportunities for employment, enterprise and
world-leading innovation.
. We will be a listening Council, providing a voice for rural life and first-class services
accessible to all.

OUR VALUES
We will demonstrate our corporate values in all our actions. These are:
. Trust
. Mutual respect
. A commitment to improving services
. Customer service




GUIDANCE NOTES FOR VISITORS TO SOUTH CAMBRIDGESHIRE HALL

While the District Council endeavours to ensure that visitors come to no harm when visiting South
Cambridgeshire Hall, those visitors also have a responsibility to make sure that they do not risk their own
or others’ safety.

Security

Members of the public attending meetings in non-public areas of the Council offices must report to
Reception, sign in, and at all times wear the Visitor badges issued. Before leaving the building, such
visitors must sign out and return their Visitor badges to Reception.

Emergency and Evacuation

In the event of a fire, a continuous alarm will sound. Evacuate the building using the nearest escape

route; from the Council Chamber or Mezzanine viewing gallery this would be via the staircase just outside

the door. Go to the assembly point at the far side of the staff car park.

. Do not use the lifts to exit the building. If you are unable to negotiate stairs by yourself, the
emergency staircase landings are provided with fire refuge areas, which afford protection for a
minimum of 1.5 hours. Press the alarm button and wait for assistance from the Council fire
wardens or the fire brigade.

. Do not re-enter the building until the officer in charge or the fire brigade confirms that it is safe to
do so.

First Aid
If someone feels unwell or needs first aid, please alert a member of staff.

Access for People with Disabilities

The Council is committed to improving, for all members of the community, access to its agendas and
minutes. We try to take all circumstances into account but, if you have any specific needs, please let us
know, and we will do what we can to help you. All meeting rooms are accessible to wheelchair users.
There are disabled toilet facilities on each floor of the building. Infra-red hearing assistance systems are
available in the Council Chamber and viewing gallery. To use these, you must sit in sight of the infra-red
transmitter and wear a ‘neck loop’, which can be used with a hearing aid switched to the ‘T’ position. If
your hearing aid does not have the ‘T’ position facility then earphones are also available and can be used
independently. You can obtain both neck loops and earphones from Reception.

Toilets
Public toilets are available on each floor of the building next to the lifts.

Recording of Business and Use of Mobile Phones

The Council is committed to openness and transparency. Until such time as the Council’'s Constitution is
updated to allow public recording of business, the Council and all its committees, sub-committees or any
other sub-group of the Council or the Executive will have the ability to formally suspend Standing Order
21.4 (prohibition of recording of business) for the duration of that meeting to enable the recording of
business, including any audio / visual or photographic recording in any format or use of social media to
bring Council issues to a wider audience. To minimise disturbance to others attending the meeting, all
attendees and visitors are asked to make sure that their phones and other mobile devices are set on silent
/ vibrate mode during meetings.

Banners, Placards and similar items
No member of the public shall be allowed to bring into or display at any Council meeting any banner,
placard, poster or other similar item. The Chairman may require any such item to be removed.

Disturbance by Public

If a member of the public interrupts proceedings, the Chairman will warn the person concerned. If they

continue to interrupt, the Chairman will order their removal from the meeting room. If there is a general

disturbance in any part of the meeting room open to the public, the Chairman may call for that part to be
cleared.

Smoking
Since 1 July 2008, the Council has operated a new Smoke Free Policy. Visitors are not allowed to smoke
at any time within the Council offices, or in the car park or other grounds forming part of those offices.

Food and Drink
Vending machines and a water dispenser are available on the ground floor near the lifts at the front of the
building. Visitors are not allowed to bring food or drink into the meeting room.
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SOUTH CAMBRIDGESHIRE DISTRICT COUNCIL

Minutes of a meeting of the Corporate Governance Committee held on
Friday, 16 December 2011 at 9.30 a.m.

PRESENT: Councillor Francis Burkitt — Chairman
Councillors: John Batchelor Douglas de Lacey
Charles Nightingale Ted Ridgway Watt
John Williams
Officers: Adrian Burns Head of Accountancy
Fiona McMillan Legal & Democratic Services Manager and
Monitoring Officer
lan Senior Democratic Services Officer
Sally Smart Principal Accountant Financial & Systems
External: Louise Davies RSM Tenon
Neil Gibson Audit Commission
Paul King Audit Commission

Apologies for absence were received from Councillor David McCraith and Richard Barrett.
26. DECLARATIONS OF INTEREST

Councillor John Batchelor declared a personal interest as a member of Cambridgeshire
County Council’'s Pensions Committee.

27. MINUTES OF PREVIOUS MEETING

The Corporate Governance Committee authorised the Chairman to sign, as a correct
record, the minutes of the meeting held on 30 September 2011, subject to the rectification
of a typographical error in the fifth line of the third paragraph of Minute number 20 (Internal
Audit: Progress Report) by deleting the words “or to” between the words “Audit” and “but”.

At members’ request, the Chairman sought updates on a number of items, responses
being as follows:

¢ Min. 18 External Audit: Annual Governance Report, fourth paragraph): the
Executive Director (Corporate Services) had decided not to write formally to
Cambridgeshire County Council but had conveyed to the Pension Service the
Corporate Governance Committee’s concerns about the problems caused by the
delay in the estimated value of the Pension Fund being issued and the actual value
being announced. External Audit confirmed that the essential point was that the
process should be correct.

¢ Min. 18 External Audit: Annual Governance Report, fifth paragraph): the Executive
Director (Corporate Services) confirmed that this related to 2012-13.

¢ Min. 19 (Internal Audit Progress Report, third paragraph): officers noted the
Committee’s continued support for an Internal Audit investigation into progress with
reform of the Planning and New Communities Service, focussing in particular on
Conservation.

e Min. 21 (Treasury Management Benchmarking 2010-11, third paragraph): the
Executive Director (Corporate Services) suggested that members of the Corporate
Governance Committee be invited formally to the Finance and Staffing Portfolio
Holder meeting in February 2012 when details of the Council’s Investment Strategy
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Corporate Governance Committee Friday, 16 December 2011

28.

29.

would be considered.
PLAIN ENGLISH ACCOUNTS

The Corporate Governance Committee received and enthusiastically noted a document
called ‘What we do, and how we spend your money doing it’.

Subject to a few minor amendments identified by Members, the Committee agreed that
midnight going into 19 December 2011 should be the deadline for the receipt of further
comments, following which the final document should be published before Christmas.

The Committee noted that, for next’s year’'s document, it would consider the following
items:

A different fontA5 paper Photographs

Information about Reserves

Information about Councillor allowances and expenses

Cross-references to appropriate pages on the Council’s website where they could
find further information

The Executive Director (Corporate Services) undertook to discuss with the South Cambs
Magazine Editorial Board ways of getting publicity about the Plain English Accounts
through that medium.

REGULATION OF INVESTIGATORY POWERS ACT 2000: OFFICE OF
SURVEILLANCE COMMISSIONERS INSPECTION REPORT AND QUARTERLY
UPDATE ON USE OF RIPA

Immediately prior to the meeting, Chris Freeman, South Cambridgeshire District Council’s
Fraud Manager, made a short presentation on the Regulation of Investigatory Powers Act
2000.

The Corporate Governance Committee received a quarterly update report on the Council’s
use of Regulation of Investigatory Powers Act 2000 (RIPA) powers.

The Council was inspected by the Office of Surveillance Commissioners (OSC) on 12
October 2011 and, on 9 November 2011, the Council received the outcome of the
inspection. The Council was commended for its overall good performance.

The Legal and Democratic Services Manager reminded Members that their role was to
oversee the process, rather than to get involved in the granting of authorisations.

Members noted with satisfaction that the Chief Surveillance Commissioner, Sir
Christopher Rose, had written to South Cambridgeshire District Council endorsing the
inspection report and had stated that he was pleased to see that the Council was
commendably determined and successful in achieving RIPA compliance. Members also
noted paragraph 10 of the Office of Surveillance Commissioners’ report, which highlighted
the fact that the Council was extremely conscientious in its compliance with the Act.

The Corporate Governance Committee
(a) noted the inspection report attached as Appendix A;

(b) accepted the recommendations set out in the report;
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Corporate Governance Committee Friday, 16 December 2011

30.

30 (a)

30 (b)

31.

(c) asked the Executive Director (Corporate Services), the Council’'s Senior
Responsible Officer in respect of the operation of RIPA, to make sure that the
recommendations in the report from the Office of Surveillance Commissioners
were implemented;

(d) noted the information contained in the report about the Council’s use of
surveillance powers in the period October to December 2011.

AUDIT REPORTS

Internal Audit Progress Report

The Corporate Governance Committee noted that Internal Audit had not raised any
significant issues with South Cambridgeshire District Council during the current municipal
year to date.

External Audit Reports

The Corporate Governance Committee received and noted a positive External Audit
Letter relating to the Accounts for 2010-11.

Members particularly noted the good performance in relation to Benefits, and conveyed
their appreciation to the Benefits Manager and her Team.

MATTERS OF TOPICAL INTEREST
Members discussed briefly the following matters of topical interest:

Pensions

Councillor Batchelor undertook to investigate the state of the Local Government Pension
Scheme insofar as it relates to South Cambridgeshire District Council.

Welfare reform in terms of Governance

The subject of Welfare reform had been identified as the leading strategic risk for South
Cambridgeshire District Council, although the Executive Director (Corporate Services)
confirmed that there was no Governance issue at the moment.

Housing Revenue Account (HRA) Debt

The Committee noted that Council would have to decide how to handle in excess of £200
million of HRA debt before the end of March. The Chairman felt it essential that Members
should have advance notice of this matter and every opportunity to contribute to the
debate.

The Committee agreed to suggest to the Leader or Finance and Staffing Portfolio Holder
that one of them should announce, at the meeting of Full Council on 26 January 2012, that
that there would be a formal agenda item about the HRA Debt at (a) the Finance and
Staffing Portfolio Holder meeting on 21 February 2012; and (b) Full Council on 23
February 2012.

Localism

The Committee asked officers to prepare a maximum four-page plain English Guide on
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Corporate Governance Committee Friday, 16 December 2011

32.

the Localism Act as they impact on South Cambridgeshire District Council and its
residents.

Northstowe

This remained a strategic risk because of continued uncertainty over improvements to the
A14.

Gypsy and Traveller Development Plan Document

It was becoming increasingly urgent to finalise this document in the interests of good
governance and defined policy.

Value For Money

There was no longer a scoring system for value for money so the determination was now
either ‘adequate’ or ‘not adequate’.

DATE OF NEXT MEETING

The next meeting of the Corporate Governance Committee had been rearranged from 30
March 2012 to Friday 23 March 2012 starting at 9.00am.

The Committee confirmed as meetings the following dates in 2012-13, all meetings
starting at 9.00am.

Friday 29 June 2012
Friday 28 September 2012
Friday 14 December 2012
Friday 22 March 2013

The Meeting ended at 10.40 a.m.
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The Audit Commission is a public corporation set up in

1983 to protect the public purse.

The Commission appoints auditors to councils, NHS
bodies (excluding NHS Foundation trusts), police
authorities and other local public services in England,
and oversees their work. The auditors we appoint are
either Audit Commission employees (our in-house
Audit Practice) or one of the private audit firms. Our
Audit Practice also audits NHS foundation trusts under

separate arrangements.

We also help public bodies manage the financial
challenges they face by providing authoritative,

unbiased, evidence-based analysis and advice.
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Introduction

1 The purpose of this paper is to provide the Corporate Governance
Committee with a report on progress in delivering my responsibilities as
your external auditor. It includes an update on the externalisation of the
Audit Practice.

2 This paper also seeks to highlight key emerging national issues and
developments which may be of interest to members of the Corporate
Governance Committee. The paper concludes by asking a number of
questions which the Committee may wish to consider in order to assess
whether it has received sufficient assurance on emerging issues.

3 If you require any additional information regarding the issues included
within this briefing, please feel free to contact me or your Audit Manager
using the contact details at the end of this update.

4 Finally, please also remember to visit the Commission website
(www.audit-commission.gov.uk) which now enables you to sign-up to be
notified of any new content that is relevant to your type of organisation.

Paul King
District Auditor
March 2012

Audit Commission Corporate Governance Committee Update
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Progress report

Financial statements

5 The interim audit visit is currently underway and, as set out in the audit
plan:

m  key elements of internal audit work are being reviewed;

m  walkthrough tests on all key systems are being undertaken; and

m controls' testing of key systems is being completed.

6 To date there are no issues resulting from this work that require
reporting to members.

7 Over recent years, the Commission has run Final Accounts Workshops
across the country to assist audited bodies in their financial closedown. The
workshops are a forum to discuss problem areas from the previous year and
the legislative and accounting changes for the current year. Two members
of your staff attended events in Cambridge. Subsequent to the workshop,
discussions have taken with your staff in respect of the issues and changes
identified at the event as part of the closedown preparation.

VFM conclusion

8 My conclusion on the Authority’s arrangements is based on two criteria,
specified by the Commission. These relate to the Authority’s arrangements
for:

m securing financial resilience — focusing on whether the Authority is
managing its financial risks to secure a stable financial position for the
foreseeable future; and

m challenging how the Authority secures economy, efficiency and
effectiveness — focusing on whether the Authority is prioritising its
resources within tighter budgets and improving productivity and
efficiency.

9 Akey element of my conclusion this year will be the way in which the
Authority has approached the issue of Housing Revenue Account self
financing. My work in this area to date has identified the positive benefits of
the joint approach with Cambridge City Council. It has also noted how the
Authority has explored and evaluated the various options in areas such as
Treasury Management to ensure a stable financial position and to maximise
the benefit to the Authority.

Audit Commission Corporate Governance Committee Update
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Other matters of interest

Housing Revenue Account self-financing
determinations

10 As part of the move to Housing Revenue Account (HRA) self-financing
the Department for Communities and Local Government (DCLG) carried out
a consultation on the relevant determinations. This closed on

6 January 2012.

11 Subsequent to this, on 1 February 2012, the DCLG published five

determinations which cover the following.

m Settlement Payments Determination. This sets out the amount each
local authority will either pay the Government or receive from the
Government on 28 March 2012 in order to exit the current subsidy
system, and the way in which the payments will be made.

m Limit on Indebtedness Determination. This places a cap on the amount
of housing debt each council may hold.

m  Housing Revenue Account Subsidy Amendment Determination for the
year 2011/12. This adjusts the subsidy entitlement for this financial year
in order to take account of the interest costs or savings arising from the
settlement payments. These payments will be made before the end of
the financial year.

m ltem 8 Credit and Debt Amendment Determination for the year 2011/12.
This enables the appropriate charges to be made between the Housing
Revenue Account and a council's General Fund to reflect the borrowing
costs or savings in this financial year arising from the settlement
payments.

m ltem 8 Credit and debit Determinations for 2012 onwards. This provides
a framework for the Housing Revenue Account ring-fence to continue to
operate under self-financing.

12 The content of these determinations have been taken account of in the
latest outturn figures for 2011/12, the budget for 2012/13 and the HRA
business plan.

Dealing with the economic downturn

13 On 17 November 2011 the Audit Commission published 'Tough Times —
Councils’ responses to a challenging financial climate'.

14 The report draws heavily on the expertise of the external auditors of
each council and also includes new analysis of councils’ budget data.
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15 The key findings in the report are:

m  most councils are managing well in the face of unprecedented
reductions to their income, but services have been affected and a small
number of councils may struggle to balance their books;

m although councils face a real terms loss of total income of £4.7 billion
(7.5 per cent) in 2011/12, auditors felt nine out of ten councils are well
prepared for this and are on track to deliver their budgets;

m to meet the future challenge of cuts in government funding, some
elements of councils’ cost-reducing strategies will have to change and
many councils will face difficult decisions about how to meet their
funding shortfall in the next few years; and

m councils are not planning to make significant withdrawals from their
reserves this year — some even plan to increase them.

16 The report recommends that councils use the Audit Commission’s
Value for Money profiles to see how their council compares to the national
picture set out in this report, identify councils facing similar challenges, and
learn from others’ approaches (link.)

Procurement Fraud in the Public Sector

17 In November 2011, The National Fraud Agency issued a report on
public sector procurement fraud which examines new approaches to reduce
fraud risk and make processes both quicker and simpler.

18 The report acknowledges that procurement fraud is a complex problem.
It covers a wide range of illegal activities from bid rigging during the
pre-contract award phase through to false invoicing in the post-contract
award phase. It can be perpetrated by those inside and outside an
organisation.

19 The report includes a number of case studies and details a number of
actions that can be taken both immediately and in the medium term.

Protecting the Public Purse 2011

20 In November 2011 the Audit Commission published 'Protecting the
Public Purse 2011 — Fighting Fraud against Local Government.'

21 This report is based on the Audit Commission’s annual fraud survey —
which is still the sole source of evidence about the levels of detected fraud
in Local Government and related bodies.

22 The report reveals that England's councils have succeeded in detecting
£185 million worth of fraud, an improvement of 37 per cent on last year's
figure of £135 million. This is equivalent to a year's funding for around 700
libraries or the wages of up to 11,000 care workers.
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23 The key areas where fraud was detected are:

m  housing benefits and council tax benefits fraud, which accounted for
more than half of the total fraud losses detected by councils;

m false claims for student and single person council tax discounts —
£22 million; and

m procurement fraud, with 145 cases amounting to £14.6 million.

24 The Commission has therefore developed a single person discount
comparator tool that allows local authorities to compare their levels of
council tax single person discount with their predicted levels, based on a
national average and this can be found on the Commission website (link).

25 The report found that counter-fraud professionals increasingly recognise
abuse of personal budgets in adult social care as a fraud risk for councils
and, in addition to the above, the National Fraud Authority estimates that
housing tenancy fraud could cost up to £900 million each year.

26 The report concludes with a checklist that organisations may find it
helpful to self-assess against. Covering a wide range of issues from
procurement to recruitment, it will help provide Audit Committees with
assurance over the arrangements in place.

Localism Act 2011

27 On 15 November 2011 the Localism Bill received Royal Assent.

28 The Department for Communities and Local Government (DCLG) has
published an updated plain English guide to the Localism Act to reflect the
final legislation and this may be of interest to members of the Corporate
Governance Committee (link).

29 Subject to commencement, key measures of the Act include the

following.

m Introducing a new general power of competence, giving councils
freedom to work together to improve services and drive down costs.
Councils are now free to do anything — provided they do not break other
laws. The commencement order was issued earlier than expected on
18 February 2012 following the decision in a recent legal case.

m  Giving communities the right to approve or veto — by way of a
referendum — Council Tax increases higher than a limit determined by
the Government.

m  Opening the door for the transfer of power to major cities to develop
their areas, improve local services, and boost their local economies.

m Abolishing the Standards Board.

m Clarifying the rules on predetermination in order to free up councillors to
express their opinions on issues of local importance without the fear of
legal challenge.

m Enabling councils to return to the committee system of governance, if
they wish, regardless of their size.
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m  Giving councils greater control over business rates. Councils will have
the power to offer business rate discounts, which could help attract
firms, investment and jobs.

m Promoting openness regarding the pay of senior officers.

m Allowing councils to keep the rent they collect and use it locally to
maintain social homes through the abolition of the housing revenue
account.

30 Many of the measures in the Localism Act are expected to be in place
by April 2012.

Openness and Accountability in Local Pay

31 The Localism Act referred to earlier requires local authority pay policies
to be openly approved by democratically elected councillors.

32 On 17 November 2011 the Department for Communities and Local
Government published guidance which sets out the requirements for
councils to publish their remuneration arrangements and approve larger
salary packages in an open session of the full council (link.).

33 Pay policy statements must be in place by 31 March 2012 and Ministers
explicitly say in the guidance that the pay vote ceiling should be set at
£100,000.

34 There will be a requirement to publicly justify any big bonuses, above
inflation annual pay rises, or hiring a person already in receipt of retirement
or severance money and organisations should state in their pay policy
statement whether or not they permit such practices.

For information: Police Reform and Social
Responsibility Act 2011

35 The Police Reform and Social Responsibility Act received Royal Assent
on 15 September 2011.

36 This Act will abolish police authorities in England and Wales and
replace them with directly elected police and crime commissioners.

37 The Act requires the police and crime commissioner for a policing area
to hold the chief constable to account, while also safeguarding the chief
constable’s operational independence. A police and crime panel,
established by the local authorities in a police area, will provide independent
scrutiny of the police and crime commissioner.

38 The first elections of police and crime commissioners will take place on
15 November 2012 and police authorities will be abolished within a week of
these elections. All staff and assets will transfer in the first instance to the
office of the police and crime commissioner.
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Update on the externalisation of the Audit
Practice

39 In previous verbal updates | have set out the key points of the
externalisation programme and that:

40

contracts were to be let from 2012/13 on a three- or five-year basis. The
earliest you would be able to appoint your own auditors is therefore the
2015/16 audit;

the work was split into four regions, comprising ten ‘lots’. Each lot would
be awarded separately, but any individual bidder can only win a
maximum of one lot in each region (ie four lots in total);

thirteen potential providers were invited to tender following the initial
pre-qualification stage and bids were submitted by mid-December 2011,
with the announcement of the successful bidders to take place on

6 March 2012, with formal Commission approval planned for late

July 2012 following consultation;

appointments will start on 1 September 2012. As such, the Commission
has extended the current audit appointment to allow any audit issues
arising between 1 April 2012 and 31 August 2012 to be dealt with. The
costs of this ‘interim’ audit role will be met by the Commission; and.
Audit Practice staff in each lot area will in the main transfer to the
successful bidders on 31 October 2012.

On 6 March the Audit Commission announced that Ernst & Young were

the successful bidder in the Eastern lot with a contract term of five years.

41
]

42

Across the country the 10 lots were awarded as follows:

Grant Thornton (UK) LLP, the North West, West Midlands, London
(South) Surrey & Kent, and South West;

KPMG LLP, Humberside & Yorkshire, East Midlands, and London
(North);

Ernst & Young LLP, Eastern, and South East; and

DA Partnership Ltd (now called Mazars DA), the North East & North
Yorkshire

In the press statement announcing the successful bidders the Audit

Commission stated that:

'Public bodies are expected to save over £30 million a
year for the length of the contracts. Together with
additional savings of £19 million a year achieved
through the Commission’s own internal efficiencies, the
result will be an expected £250 million (or 40 per cent)
fall in audit fees for most local public bodies over five
years.’
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43 The consultation process on the final appointment of auditors to
individual audits is set out in 'Strategy for making auditor appointments for
2012/13 and future years’ which the Audit Commission published in
January 2012. This process will commence in April 2012. The document
recognises that there could be 'good reasons’ why an audited body would
seek a different auditor than that proposed and sets out examples that meet
that criterion.

44 Further details are available on the Audit Commission’s website. | will
continue to keep you updated on developments.

45 Against this background, the Audit Practice’s focus remains:

m fulfilling the remaining responsibilities — completing audit work for
2010/11 and delivering your 2011/12 audit — to the high standards you
expect and deserve; and

m managing a smooth transition from the Audit Practice to your new audit
provider.
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Key considerations

46 The Corporate Governance Committee may wish to consider the

following questions in respect of the issues highlighted in this briefing paper,

namely has the Authority.

m Considered the Tough Times report and made appropriate use of the
Audit Commission's VFM profiles?

m Used the single person discount comparator tool to compare its levels
of council tax single person discount with the predicted level?

m  Completed the fraud prevention checklist and, where appropriate,
developed an action plan to address any weaknesses?

m Circulated the DCLG's plain English guide to the Localism Act to all
members?
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Contact details

47 If you would like further information on any items in this briefing, please
feel free to contact either me or your Audit Manager.

48 Alternatively, all Audit Commission reports — and a wealth of other
material — can be found on the Audit Commission website:
www.audit-commission.gov.uk.

Paul King
District Auditor
0844 798 5811

paul-king@audit-commission.gov.uk

Neil Gibson
Audit Manager
0844 798 4142

n-gibson@audit-commission.gov.uk
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If you require a copy of this document in an alternative
format or in a language other than English, please call:
0844 798 7070

© Audit Commission 2012.
Design and production by the Audit Commission Publishing Team.
Image copyright © Audit Commission.

The Statement of Responsibilities of Auditors and Audited Bodies issued by
the Audit Commission explains the respective responsibilities of auditors
and of the audited body. Reports prepared by appointed auditors are
addressed to non-executive directors, members or officers. They are
prepared for the sole use of the audited body. Auditors accept no
responsibility to:

m any director/member or officer in their individual capacity; or

m any third party.

‘M audit.

commission

Audit Commission

1st Floor
Millbank Tower
Millbank
London

SW1P 4HQ

Telephone: 0844 798 3131
Fax: 0844 798 2945
Textphone (minicom): 0844 798 2946

www.audit-commission.gov.uk

March 2012



UOISSIWWOI Fﬂu

¢L/110¢ ¥pnv
l1ouno joLsiq a4lysabprique) yinog

uejd Jipny



Y TR T L L L LR LEL L O LU L SRR Emwmo_mu —¢ X_3:¢QQ<

Y TR i LR 99} 10} siseg — Z X_ﬁcwnn_<
] Tt R R AR A R >“—_>_“—00_.n_0 pue asuapuadapu| — | xipuaddy

Page 46

G wea) Jipne ay |

w ................................................................................................................................... ww::vm¢v U:N WQCOHWQ__E >0Y—
N ........................................................................................................................................................... >0=0E .—O&. @:-N>
.v ................................................................................ mﬂ==°00< “—.—‘_QE:.—0>°G h.o 0—0—;—>> U:N wﬂcmsmﬂmﬂw m—h_ﬂ::ouo<

e T RIS uondINpPoIU|

SUET




€ ue|d yipny uoISSIWWOY HPNY

‘salyjigisuodsal Jiay) Jo ‘@oueulanob yum pabieys asoy) se ‘9o 80UBUISAOL) a)elodio) ay) Jo Juswabeuew aAs|al Jou Sa0p Jipne A\

"S81POQ JUBWUIBAOB |200| J0J 8211081 1IpPNY JO 8p0D) 8yl =

PuE :8661 OV UOISSILWOD JIpNY 8y} =
:JejnonJded ul ‘yiom Jpne Aw Bululanob sjuswaldinbal Alojniels ayy yum Aldwoo |

Page 47

"salljiqisuodsal 8say) 198W
0} %Jom Jipne Aw ayeuspun | pue pus pue uibaq Apoq palipne 8y} Jo pue sio)ipne Jo salljigisuodsal Jusiayip 8y} 81oym SasIIBLIWNS JUBW)e)S 8y |

"noA 0] Juswale)lg ay) Jo Adoo e panssi sey UOISSIWIWOY 1ipny 8y ‘Apoq palipne
8y pue Jojpne 8y} Jo sanijigisuodsal aAnoadsal 8y} 1IN0 S)8s salpog palipny JO pue sio)ipny Jo saiijigisuodsay JO Juswale)S S,UoISSILWOD 1PNy 8y |

saljljiqisuodsay

‘Buiuue|d jipne o0} yoeoadde paseq-ysi
s uoissjwwo Hpny ay} uo paseq si uejd ay] J}pne Z1/L10Z 3y} 10} }1om ay} jno sjas ueld siyl

UuOI}9NPOJIU|




Page 48

v ue|d yipny uoISSIWWOY HPNY

"MOJ2q 1NO0 8S8Y) 18S 8ABY pue Ssjuawa)le)s Bununodoe sy JO IpNe ay) 0] JUBAS|S. aJe 1Y) SYSI [eUOIIPPE 8U] PaJapISuod aAey |
sysu Juealyiubis jo uoneoynuap|

"swia)sAs uonewaoul s AlIoyiny 8yl UIYlIM S|0JJU0D pue SalliAloe ay] WoJ) Buisue Juswa)e)ssiw [eliajew Jo Ysil ay) buissesse

puB ‘}ipne |eulajul pue JUSWUOIIAUS |OJJU0D || 8Y} ‘JUBWUOIIAUS |0Jju0d 8y} Buimainal Buipnjoul ‘|oJ3uo9 jeulajul Buissasse

‘Alloyiny ay1 Jo souewlopad [eloueul) ay) bullepisuod

‘sjuswabuelse Juswabeuew ysi umo Jnok Buissasse Buipnoul ‘Aluoyiny ayy Buloey sysu ssauisng ay} Buikyusapl

:AqQ sIy) op | ‘sjuswale}s Buipunoooe ayj ul (10148 JO pnelj 0] dNP JaYldym) juswaleissiw [eliajew Jo ysu Aue Ajuapl 0} Ajoyiny 8y} puejsiapun 0} paau |

sysiH }pne Bulfyyuapi

‘uoluido
Aw Buiwuoy ul pue ‘sjuswaleissiw payiuapl Aue Jo 10848 ay) bunenjeas ul ‘yipne Aw Buiwlopad pue Buiuueld ul Ayjelsiew jo 1deouod ayy Aldde |im |

Kyjenajep

"M3IA J1ej pue anu} e aAlb sjunodsoe ayj Jayjaym uo uojuido Aw Buialb jiodals Jipne ue anssi
0} paiinbai we | "(gdV) pieog saanoe.id bunipny ayj Aq panssi (puejat] pue yn) bunipny uo
spJepue}s [euoljeulaju] YHm asueplodde ul sjuawalels Buigunosose ayj jo jipne ayj no Aued [[IMm |

SJUNO0JJY JUBWUIBAOK) JO 3B|OYM
pue sjuawajels Buipunosdy




S ue|d yipny uoISSIWWOY HPNY

"*SMO|[O} Se S| JJom pasodoid Aw Jo Bulwn pue ainjeu ay|

‘sjuswale)s Bununoooe InoA atedald noA aiojeq uayeuapun aq ued jey) YIom ay} asiwixew o} Jybnos =

puE : JIpne |BuId1Xd pUB [BUISIUI USBMIS( UOSIel| 10} |000101d,
Ay} Ul N0 18s se uodn aoueljal aoe|d |IMm | JBY) SI0}IpNE |eulaiul JNoA JO YJom ay} uo ‘@ouewlopad-al pue maiAal 0} 10algns ‘paalbe pue payuspl =
:oney |

"SJUNOWE puUe SUONOBSUEI] JO [IBJOp JO S)S8) 9AIUBISONS

pue ‘suadxa JO YIom 8y} uo aduel|al

‘sJ0})Ipne 18y}0 JO YIOoM 8y} Uo aduel|al

{s]0J1u00 Jo uonelado ay Jo Bunsal

{slojipne |eulajul JnoA Jo yiom ay) Jo ajelidoidde se aouewlouad-al pue Malaal
:SOAJOAUL JpNe A

ABajesys Bunsa|

Page 49

‘pajelssiw Ajjelaiew aq ||IM Sjuswale)s
[elOUBUlL 8] 1BY) XSU SI 8J8Y) WJolal YYH 9yl Jo sjoadse pajielsp
Jano Ajeo Jo oe| Jualnd pue Buiwi ‘epnjiubew ‘Ajixs|dwod sy} 0} anQq

"sallua Bununoooe |enjoe pue JuswAed Juswajes ay) Uo [lejep JO S}se| = 5011 199p 04 0} BUISES BI0BIAU)

"sjuswalinbal “quawAed siy) 8yew 0] M01I0g 0] dABY aJojalay) [IMm Ajioyiny ay |

Buniodas pue Buyunoooe Buipiebal SUOISSNOSIP UMOPSSO[D aid B UOIJIW G0Z3 84 O) PAIBLUNSS ADUBLING SI UOIUM Z|0Z

‘ABojesss yuswabeue|y Ainseal] Jo UONEISPISUOD B o ey gz UO JUSLIUISAOD [e]usd 0} JuswAed JUBWSSS Jo-auo e ybBnoiy}
"llounod Ajo abpuquied yim Buisiiom 94 ||Im sy} Ayuoyiny ayj Jo4 "0z [udy | woij [opow Buioueuy-jjas e
Aiojesedaud julol pue swuojal \yH 10 1ybisiano Juswabeuew Jo mainey m  Bundope Ag aoueuly Buisnoy Ajioyine [eoo| Buiwlojal si Juswulanob ay |

wiiojal (YYH) Juno29y anuanay BuisnoH

asuodsau Jipny

ysu jueoyiublg :| s|qe]




Page 50

ue|d yipny uoISSIWWOY HPNY

‘Jipne ay} Jo uona|dwod Ajped
ued | ajojoq uodn papodal 8g 1Shw MJom SIy| "82140 HpNy |euoneN ayl Ag paiioads ale podal Aw Jo ainjeu ay) pue malAal Aw Jo Juslxa ay| "ulnial
SJUNO22Y JUSWIUIBAOL) JO 8JOYAA JNOA Uo 8210 PNy |euoiieN ay) 0} 1odal pue maiAal Os|e ||IM | ‘sjuswalels Buinunoooe ay) uo yiom Aw apisbuoly

SJUNO02Y JUSWUIBAOL) JO B|OYA

‘'sjuswale)s Bununoooe ayy ul saujus ay) Joddns 0} paldinbal siaded Buppom Jo a|npayos e noA yim aaibe pue Ssnasip ||IM |

‘9]
pjelag) Janjea bunnsuoo

UMO JNO pue Janjep
101381 — Wwawdinba pue

we|d ‘Auadoud jo uonenep sjyeuag buisnoy =

SuoIel|Iou0d8l Aiemoe Bunnsuoo pue siojpai) =
Wa)sAs Jepas) pus-ies A UMO JNO PUE UOSHSQOy  “pun4 uoisuad aiysabpuquen  -196pa7jeieus = (zroz
sjunowe pue suewAH — syesse Jo Jojpne se DM :uo Bunse) Bupsey dn  1deS/AINr)
S8oue|eq SJuNoooE |eldlewW ||y pue saljljigel| suoisuad  — Sal}ljigel] pue s}asse suolisuad sjoyjuoo Jodn doj  doj sjosjuod A8y MSIA |euld

sjyouag buisno =
pue ‘siojipal) =
JobpaT |eJouss) =

(zloz

:Jo Bunsay |os3u0) oM  Jep/ge-)

‘swolsAs Aoy  Bunsal s|oju0o USIA

suonNQIU0Y uoIsuad [1e Jo ybnoaypjiepn Aoy wusju| wia|

spuadxa siojipne Jipne jeuJajul

Bunsa) aAnuelsqng JO Jom uo asueldy | 1930 Jo }I0M 3y} Uo adsueldy Bunsa) sjo.3uo0n JO M3IADY

}J1om pasodold :Z 9|gel




L ue|d yipny uoISSIWWOY HPNY

"uoISNjouU09 |NJA Aw poddns aiojalay) [|IM | 8|ge) Ul paliiuapl asuodsal Jipne 8y "uoisnjouod [\4A 8yl Jo) suoneoldwi
sey os|e wlojel \YyH buipiebal | a|ge} ul payiuapl ¥su Juesiiubls 8y "uoisnjouod Asuow 1o} anjeA Aw O} JUBAS|a] 8Je Jey} SYSi 8y} paJapISuod aAey |

Page 51

sysi Jueoyiubls jo uopeoynuUap)

‘Aousioiye pue Ajlanonpoud Buiroidwi pue sjebpnq Jayybn
uIyim saalnosal syl buisinuond si Ajlioyiny syl Jeyieym uo Buisnoo) — sSausAljoaye pue Aouaioiys ‘Alouods sainoas Aluoyiny ayl moy buibugjeyo =
pue ‘alnjn} a|qeaasalo)

8y} Joj uonisod |eloueul) 9|gels B 81ndas 0) Sy SK [eloueuly sy Buibeuew si Ajlioyiny sy} Jaylaym uo Buisnooy — aousl|isal |eoueuly buunoss =
.10} sjuswabuedle s Ajlloyiny ay) 0] d)ejal 9S8y "UOISSIWWOY) 8y} Aq palioads ‘eliallid om] Uo paseq si sjuswabuelle s Ajlioyiny 8y} Uo UoISNjoU0D AN

'SS9UAAII09YD pue Aouaioiyje
‘AlIou029 81N23s 0} sjusawabueule s AJI0yINy ay} UO UOISN|OUOD B Yoead 0} padinbal we |

9uUOW 10} an|eA



Page 52

ue|d yipny uoISSIWWOY HPNY

J8)197 JIpNyY [enuuy 210z 48903100 Jpne ay} woJj sabessaw ||eJoA0 asewWWNS
Hodal s Jojipny 210z Jequeydag gz uQ uoisnjouod Asuow Joj anjeA pue uoluido anssj|
29)lwwo)
Hoday 92UBUIBAOL) |BNUUY 210z Jaquieydesg gz 9OUBUIBA0L) d)el0dlo) 8y} 1e poday 80UBUIBAOS) |BNUUY Judsald
uodal
S,J0})Ipny B Loday 92UBUIBAOS) |enuuy Z10z Asenuer pels Aauow Joj anjep

Hoday 9ouBUIBAOD
[enuuy pue ‘palinbal JI ‘wnpuelows|p spJemuo z10z AInr 91 Bunse) eAnuelsqns :uoluldQ

a|npayos paalbe
uo Apuanbasqgns siaded Bunpjiom
U}IM ‘SJUNODDE. 10} ZLOZ dunf 62 siaded Bupjiom Buipoddns pue sjunoooe Jo jdiedad :uoluldQ

uoday 8oueuIBA0D
[enuuy pue ‘paiinbal JI ‘wnpuelows|y Z10z Aenuge4 Bunysa) aniuelsgns Ales pue sjo43uod :uoluidQ

Aanoy

sjndjno pauue|d pue ajqejawi} pasodoid :€ a|qel

210z leqwialdag gz Aq uoisnjouoo
Asuouw 1o} anjeA pue uoluido Aw anssi pue yom Aw 83a|dwod 0] wie | “ZL0Z aunr 0 Ag sjuswaelels Bunnunoooe ay) aledaud 0} palinbal si Ajloyiny ay |

saul|peap pue sauo}sajiw Aay



Page 53

ue|d yipny uoISSIWWOY HPNY

"JUBJUNODDY
[edioulid 8y1 pue Aouejunoooy Jo peaH 8yl Joj 1oejuoo Jo julod
A8y ‘wea) Jipne ay} Jo uoisiniadns Aep 0} Aep Joj} ajqisuodsay

*AouBIUN0DDY JO peSH pue SB8oIAIBS
81e10d107) “10}98lI S8AIND8XT 8y} J0J JOBIU0D JO Julod A8y “Jom
1pNEe 8y} JO SJUBWIB|S JUBIBIP 8] S8]BUIPI00D pue sabeuel)

"9AIJNO9X]
181y ay1 yum uosiel| pue podal s Jolipne sy bulubis ‘suodad jo
Ayjenb Buipnjoul Jipne ay} Jo AJaAlop ||BJaA0 By} 10} 9|qisuodsay

saniIqisuodsay

98/6 86/ ¥¥80 1opeaT wea]

)N AOG UOISSIWUWOD-]IPNE®)00M-P 00N\ [8lueq
Zvly 86. ¥780 Jobeuep upny

3N"AOD UOISSILUIWOO-}IpNe@uosqib-u uosqio 19N
118G 861 180 Jolpny Joulsia

3N AOD UOISSILUWOD-)Iphe@bun-ned Bury| |ned

wea} ypny y 9jqeL

"SMOJ|0] SE aJe Jipne Z1/| 1L 0Z &Y} 1o} wes) Ipne ay Jo siaquiawl Aay ay |

wea) Jipne ay |




Page 54

0L ue|d yipny uoISSIWWOY HPNY

(4S8 #£S4d l0islig ‘PIOYID 8Y0)S ‘9SO U|IY SWIT ‘©SNOH pJemisap)
‘UOISSILILWIOY JIpnyY 8y ) JaoO uonebinsaau] spule|dwo) S UoISSIWWOD JIpNY 8y} YIM Jajew ay) dn aye} 8sinod Jo Aew noA palsies Jou ||iis aJe noA §|

‘uonisod 8y} aAj0sal 0} ued ay jeym op o} pue Apdwoud juiejdwod Aue ojul Yoo |IM oym (JN"A0B UOISSILUWOD-PNED)POOMISOM-0)
OHPY dLMS UopuoT Nueq||iN 4emo] YUeqj|ij\l ‘004 IS| ‘UOISSIWWOD IpNY ‘@d0jdoeid JpNY ‘[ediuyds | @ SpJepue)S — J0joallg ‘POOMISOAA SUYD
19e1U00 asesa|d wea) Aw pue aw ybnolyy Anoiyip Aue yum |esp 01 s|geun ale NoA ‘1anamoy ‘J| "82IAIas Jipne Alojoejsies A|nj e yyim noA apinoid o1 wie |

991AI8S Jo Ajijenpd
‘noA o) odal 0] spJepue)s |ealyld pue bunipne Aq
paJinbal we | 1ey) ‘sw 1o wea] lipne ay) ‘uoissiwwo) Ipny ayl Jo AlAnoalqo pue ssuspuadapul ay) 108)je Aew jey) sdiysuonejal Aue Jo aieme Jou We |

‘| Xipuadde ul pasuewwns
se AlAnoalqo pue aouspuadapul Joy sjuswalinbal [euonippe S,UoISSIWWOY 8y} YIM pue gdV ay) Aq panssi spiepuels |ediyle ay} yum Ajdwoo |

aouapuadapu

Jijenb pue asuapuadapu



Page 55

L ue|d yipny uoISSIWWOY HPNY

"99] a1 uo 19edwi 8y} pue Ysii 8y} 0] SuoIsiAal Aue piodal 0] uejd ayj 0] Juswajddns e
BNSSI [|IM | pUB S82IAI8S djelodlo) ‘10j0alIg SAIINDSXT BU} YHUM }SJi} SIY} SSNOSIP [|IM | ‘9SED 8y} SI SIY} 8I9YA\ 99} JIpne 8y} 9Sealdul 8104818y} puU. YJoMm
aJow ayeuapun 0} palsinbal aq Aew | ‘}aw jou ale suondwnsse asay} alayp) ‘g Xipuadde uj 1no jos suonjdwnsse ayj epew aAey | ‘98} ay} bumes u|

suondwnssy

"89] 9|B0S 8Y) 0} [enba 98] 8y 189S 810j8lay) SABY pue S8oUsIaIP JuRdLIUBIS paljuspl Jou aAeY | 98} |1/0102
8yl ul pa)os|jal 8soy] wodj Jualaylp Apueoiubis ale Ajixa|dwoo pue Yysu HIpNe Jo Sjuslssasse AW a1aym Inooo AjUo 98] 8]eos ay) Wolj suolele

‘(SY4]) spiepuels buniodeay Buloueul{ jeuonjeussiu] jo uondope awil-1s.iy 8y} YIM PaJBIDOSSE YIOM JJO-2uo ay) Buimo|jo) uoijonpalie =
pue I1om Jpne N4/ [Bo0| 0} yoeoidde mau sy} wolj Buijinsal uoionpaie =

‘UOIIBJJUI U}IM BUI| Ul SB8) 8SBaJOUl 0} JOU UOISIOap S,UOISSILUWOD PNy 8y} =

:S)09|J04 99} 8|9S ay |

"S90JN0Sal JO 8sn INOA ul SSauaAioaye pue Aousiole ‘Awouods Bulnoss 1oj sjuswabuelse InoA Buimainal uo ylom A =
pUB ‘uJnjal SJUNOJJY JUBWUIBAOS) JO BJ0YAA Y} uo Buiodal pue syjuswsalels Buiunodoe JnoA jo Jipne Aw =
:SI9A0D 99} 9|eds ay |

"1 1/0L0Z 10} @8] Jipne 8y} uo uononpal Juad Jad G e sjuasaldal Yoiym 000 v L L3 JO 98] JIpne 8|eds e 18s Sey UOoISSIWWOo) 1PNy 8y |

93} Jpne ay|

‘110 114dy 0Z J0 Japa| Aw ul Jno 39S Sk ‘000 L L3 S| HPNe ay) 4o} 99} ay |

S99




Page 56

¢l

ue|d yipny uoISSIWWOY HPNY

‘02163 8WOS aq ||IM [10UN0Y JOLISI] aJiysebpLque) Yinos Joj 8)ega. UoISSILIWOY 8y |

‘sBuines Aousiolye [eulsjul wodj Buisiie seAlesal S)i WOoJ) 8ledal B SaIpoq pajipne
BuIAIB &g pINOM }1 JBY) PBWLIKUOD UOISSIWIWOD HPNY 8yl | L0Z AINF Ul ‘8Aoge N0 18s 88} Jipne 8y} woly alojelay) ajeledas "Z|/L L 0Z Ul Sejeqal [euonippe
ayew o] ‘Ajjigepioye 0} 108lgns ‘paalbe uoissiwwo) ay) ‘| L0Z Alenige Ul Z1/| L 0Z 10} S8} Jo s8|eas pue swwelboid yiom sy} Buiwiipuod usyp

9jeqa. 99} UOISSIWWOY }IpNy

‘wiojal YY&H 0} 8np Z0NOH 4O [eAOWwal pawuinsse 0} anp paodnpal 89y swield ,

286013 vLEVSLI z6eerL3 lejol
0 0 0 3IOM JIpne-uoN
28673 V.€VE3 26£°623 « SUINjal pue swie|o JO UoNedISD)
00093~ 000°0213 000°7LL3 Hpny

s994 :Go|ge]

aoueLiep jenjoe LL/0L0¢C

"SMOJ|0} se ale a|gehed sas) ay) sue|d Jua.ind uo paseg

‘sJomod 9oue)sISSe pue S2IAPE S,UOISSIWWOY JIPNY Y} Jopun S82IAISS Jipne-uou Jo uoisinoid paalbe oy =
pue ‘suinja pue SWie JO UoeoleD =
110} $99} 86JeYD |[IM UOISSILLWOD JIPNY BY) ‘)Iipne a8y} 10} 88} 8y} 0} UOKIPPE U]

a|qeled soa9} 1O |

‘Joddns upne Buiobuo apinoid 0y pue axe} pinod Ajuoyiny 8y} Jey; suoijoe oioads Aue Ajlnuspl 0}
JBIS UM MIOM [|IM | ‘siedh snoinaid ul Sy 88) Jipne JnoA aonpal 0} 8ye} pjnod NOA suooe o1319ads JO NOA WJojuUl 0} BW SaJinbal UoISSIWWO) IPNY 8y

99} Jipne 1noA aonpad 0} aye} p|jnod noA suoijoe sy1oadg



Page 57

€l ue|d ypny

uoIssIWWo9) }Ipny

*Apog SHN 410 Juswuisnob

[e00] Jejnoied e 0} 1o ‘jelauab ul sa1ipoq SHN J0 Juswulanob [ea0)

10 suoljouny ay) 0] Ajoalip alejal saniAnoe asoym ‘dnoub jsaisyul

|e1oads Jo ‘Aued |eonijod e uoj Ajianoe [eonijod ul ped aye) jou

‘|[oA8| Mo| A|qe1deooe ue 0} eouspuadepur  ISNW WES] Jipnk 8y} JO sJaquiaw Joluss pue Jojpne pajulodde ay |

0] 1ealy) 8y} @onpal 0y 9ae|d ul ind spienbajes 1o uswabpnl sy Jo Alanoslgo ayy Jiedwii
sjuswabebus wody papnjoxa ale yejs ‘ejeudoidde JO YJIOM J18y} Jo nobLl 1o jud)xe ‘edoas ay) Jwi| 0} Ajlgeisniun
alay\\ ‘sloypne pajulodde 0} o|gejieAe apew aJe 10 Ajorelndoiddeur way) asned ‘o) panlealad aq Ajgeuoseal
suolele[oap Jo s|ieyoq @ouspuadapul 0} sjealy} pInoo Jo ‘Aew yoiym sdiysuoljelal jeuossad 1o |euoissajoid
|enuajod ||e aJejoap 0 palinbal ale Jels upne ||y ‘leioiyo Aue ploAe pinoys Jels Jisy) pue siolpne pajuioddy

Al dwoos am moH juawalinbay

sdiysuonejal jeuos.iad
pue juswAojdws ‘ssauisng

Kanoalqo pue asuapuadapu] :9 9|qe|

‘Jaulled

SOIYIg S,0011081d JIpPNY 98U} SB SBAI8S OUM ‘|edluyda | pue splepue)s — J0joaliq S,89110eld Jpny 8y} Aq uaaslano ‘sjuswalinbal asay) yym aoueldwod
ainsus 0} sjuswabueule }snqod a2e|d ul sind aa110e.1d JpNY 8yl ‘sJoyipne Jo AJAoslqo pue aouspuadapul 8y} ainsus 0} sajnJ Juabuuys asodwii
asay] (gdv) pieog saonoeld Bunipny ay) Aq penssi spiepuels [euoissajold yym Aidwoo os|e jsnw siolipne ‘sjuswalels Bununoooe ay) Bunipne
USBYAA "SJ0}IpNy 4o} 8oueping) Buipuels pue ad11oeid Jpny JO 8p0D S,UoISSILWO) 8y} yum Ajdwod jsnw uoissiwwo) upny ayl Aq psjuiodde sioypny

Aianoalgo
pue aduapuadapu] — | xipuaddy



14

ue|d ypny

uoIssIWWo9) }Ipny

SPIEPUE]S (21T GdY PUE 90UBPINGD BUIPUEIS UOISSILILIOD JIpNY ‘921j0kid JIPNY JO 9p0D

‘pasiwoidwod jou s| duapuadapul jey}
2Insua 0] ‘|edluydad | pue spiepuels — J0joaliq
ay} pue Jojipne pajulodde ay) Aq jeacsdde pue

M3IABI 0] 103[gns sI yiom |[euonippe pasodoud ||y

Page 58

‘uone|nbay pue

A21j0d 1pNYy JO 1012841 S,UOISSILIWOD 1pNy ay) Jo jeaoidde Joud
ay} Yum uayeuapun ag AJuo }snw anjeA paioads e J9A0 YIOAN
"UOISSILIWOD

ay} BunNsuo9 1s.1} INOYYIM YJOM UOISSILILLIOD) UO UOISSILUWOD

ay) Aq pajulodde sioyipne Jayjo Jo souewlopad ay) uo
Bunuswwoo aAjoAul Jey) sluswabebus 1dadoe jJou pjnoys slojipny

‘pasiwoldwod aq pjnoa asuspuadapul

J1|y) 1eyy uondaolad sjgqeuoseal e ul Jnsal 1ybiw Jo souspuadapul
Jioyy asiwoldwod pinom U Ji (sanijigqisuodsal Aloiniess Jisyy

198w 0} palinbas wnuwiuiw 8y} 8A0ge YIoMm SI Jey}) Apoq pajipne
ue JoJ JJoM |euoljippe wuouad jou pjnoys siolpne pajuloddy

%JOM Jipne-uoN

‘lenosdde Jebeuew aul] Yyiim pajdedoe

aq Ajuo Aew AyjeundsoH pue sylo) "paydaocoe

ale Aay} j0u 1o Jayiaym Jo aanoadsaul Ayjeldsoy
10 syib Aue aJejoap 0y palsinbai ale Jejs 1pne ||y

‘Juswurensius pue Ajjendsoy ‘syib uo Aoijod s, uoissiwwo) sy Aq
apIge }Snw wea} Jipne ay) Jo siaquiaw pue Jojipne pajuiodde ay |

Ayjeydsoy pue syi9

‘Jaw
sI Juawalinbal sy} ainsus 0} Je)ls Jpne Jojuas
pue siolipne Jo Juswubisse Jo aseqelep |eJjusd
e SJOo}luoW pue sulejuliew aonoeld JIpny ayL

A dwoo am moH

‘'sleak oAl Jaye aouspuadapul

0] S)ealy} JO UOIBJIaPISUOD [euolippe YIM ‘sieak uanas Alans
90UO0 Jseg| 1e pabueyo aq ‘seoueIswWNlI0 [euondaoxa 1sow ay)
1Ng [|e ul ‘p|noys Jipne ay} Joy} a|qisuodsad Jojipne pajuiodde ay |

juswalinbay

sjualjo
1pne yum uonenosse BuoT



Page 59

Sl ue|d yipny uoISSIWWOY HPNY

"99) Jipne pasealoul Ue Ul }nsal 0} A|9Y1| SI YoIym IOM 2J0W d)elapun 0} 9ARY ||IM | ‘JoW Jou ale suoldwnsse asay) aJaypn

'$10)09]9 JuswulIaA0b |Bo0| Agq apew suooalqo Jo payse suonsanb ou ale alay |
‘suodal yelp 0] sesuodsal jdwoid  —
pue ‘sajeasawl} paalbe ulyum pajsanbal uonjewlojul leyjo  —
{Z10Z aunr gz Wouj Juelunodoy |edioulld pue Aouelunoddy Jo peaH ayl Yyum paalbe aq 0] 8|npayos ayl YlIm a0UBpIOdd. Ul Sjuswalels
ay} yum payslignd aq 0} uonewoul J8Yl0 8y} JO 1X8) 8y} pue sjuswalels bununoosoe ay) woddns 0} spiodal pue siaded Bupiom Ayijenb poob  —
:sapinoad Ajloyiny ay |
‘Ajo1 ues
| yoiym uo Bununodsoe ay) ul sainbiy jelisiew apiaoid 1ey) swia)sAs Asy oljioads ‘paalbe ayy uo ylom ajeudoidde jusioyins sayelapuUN JIpNY [euISU|
‘'spJepuels |euoissajold s}eaw Hpny [eulalu|
"L 1L/0L0Z 40} paynuapl leyl o} Jualayip Apueoyiubis jou si sanijiqisuodsal Asuow Joj anjeA Aw 0} uonejal ul jsii ay |
Jipne ay} uo Bunoedwi syjuswdojaasp Juedyiubis Aue Jo aw WJoUl ||IM NOA
"slojipne Jayjo jo uonelado-00 ay) aindss | —
pue ‘AjoAnosye bunelado ale sjosuod |eulsjul  —
:9|dwexa 104 "L L/0L0Z 40} payjuapl Jey} 0} Jualayip Apueoyiubis jou si sjuswalels Buijunoooe ay) JO IpNe 8y} 0} Uoe|ad Ul YSu ay |

"BUIMO| |0} BY] pawnsse aAey | ‘@8] ay) Bumaes u|

99} 10} siseg — z Xipuaddy



Page 60

91 ue|d yipny uoISSIWWOY HPNY

"J0)pne |eulayxa ay} bunulodde 4o} ajqisuodsal SI UOISSIWIWOD IPNY 8y} Yoiym o) Apoq

Apoq pajipny

"866 OV UOISSIWWOD JpNY ay}

Japun salljigisuodsal Alojnje)s Jisy) 188w 0} 8p0) 8y} Jopun Jojipne ue AQ Jno paLed ylom || sesudwod Apoq palipne ue Jo SJunodoe ay) Jo Jipne ay |

sjunoooe ayj} Jo Jpny

'saA109(qo pue swie saloljod s AjLIoyiny 8y} Jo JuswaAsIyoe ay) spoddns jey) |04ju09 [euldiul Jo swialsAs s AJlloyiny 8y} uo uodal |enuue ay |
JUBWIAJe}S 9OUBUIBAOD) |enuuy

"UoISN|OUOd pue uoluldo JIsy) Sanssi
Jojipne ay) a1ojeq aoueuIaA0b yum pabieyo asoy) o) pajussaid sjuswas)els Bununoooe ay) Jo Jpne ay) woll Buisue sie)ew uo uodal s Jolipne ay |

Joday adouUeUIBAOL) [ENUUY

"}Jom siojipne wodj Buisue sanssi
Jueoiyiubis pue poliad ay) Ul IO PaLLIED YIOM JIpNE 8] SesLewwWNS jey) Jipne ay) Jo uona|dwod ay) Jaye Alioyiny ay) 01 Jolipne ay) Aq panssi Loday

191397 NpNy |enuuy

‘wopbuny pajun ay} ul Bununoody Alioyiny [BO0T U0 821j0BId JO 9p0D) dy) pue | 10z suonenbay (pue|bug) Jipny pue Sjunoddy 8yl YIM 9oUBpIodde Ul
Auoyiny 8y jo uonisod |eloueuly pue ssuewlopad [eioueul ayy Wodas yoiym ‘eredaud o) pasinbal si Ajioyiny sy} 1By} Sjunodoe Jo Juswale)ls |enuue ay |

sjuawaje}s Bupunoosoy

BSSO|9) — ¢ Xipuaddy



Page 61

Ll ue|d yipny uoISSIWWOY HPNY

"suonenBal pue sme| yjim soueldwod pue |0Jjuod [eIoUBUI [BUIS)UI ‘Suoljeiado
JUSIOIS PUB BAI108)S JO 8oURINSSE 8|qeuoseal apiAoid 0} saysijgeise Ajuoyiny ayl 1ey) ‘8SIMISY10 pue [eloueul) ‘S|0Ju09 JO Wa)sAs ajoym ay |

|043U09 |euJdlu|

"S9IIIUS PaJ|0JIu0d Apulol pue sajeloosse ‘salielpisgns s)i pue Ajoyiny ue Jo sjuswalels Buijunoodoe payepljosuod)

sjunoooe dnoug)

"pPauIadu0d piepue)s ay} Ul pale)s asiMIayjo alaym }daoxe ‘A|[dwod jsnw siolipne yoiym
UlIm pue sjipne Jo 1onpuod ay) 0} Ajdde 1ey; Alanoalqo pue Ajubajul ‘eouspuadepul 0} Bunejas sejdiould oiseq uieluod jeyl gdy oyl o sjuswadunouold

splepuejg [ea1y}3

‘pue|Bug Ul 92IAI8S U)|ESH [BUONEN 8Yl PuUB SaijlioyiNy [E20T JOJ UOISSILUWOD JPNY 8y

(ay3) uoissiwwon

"Jusweled Aq paroidde pue uoissilwwo) }Ipny a8y} A panssi saipoq JuswulaAob [B20]| 10} 82110e1d }IPNY JO 9p0) ay L
(@) apod
"UoISSIWIWO) Ipny 8yl Aq pajuiodde sio)pny

(s)ioupny

‘pPaUISOU0D plepue)s Bunipne ay)

ul paje)s asimiayio asaym 3daoxs ‘A[dwod jsnw sio)ipne ydiym ypm sainpasold [eipuasss pue sajdiound 2i1seq uiejuod jeyl gdv ay} Jo sjuswiadunouold
spJepue)s Bunipny

'ss@204d Buiipne ay} ul 82uaplUOD O1|gnd 8INSUS 0} PUB UOIIBLLIOUI [BIOUBUL) JO S18sn Jo spaau Buidojaasp ay) 1@aw jey) Buiipne jo spiepuess ybiy

ysi|geise 0 aie saAoalqo sy ‘sio)pne o) 8ouepinb pajeloosse pue spiepuels [eolyle ‘spiepuels Bunipne Buinssi o) YN 8y ul 8|gisuodsal Apoq ay |

(9dv) pieog sasnoeid Bunipny



Page 62

81 ue|d yipny uoISSIWWOY HPNY

"sjuswa)e)s Bununoooe syl ‘wod) s)eledss INg ‘U0 PasE] SI YOIYM JUSWIUIBAOSL) [BD0T] pUB Salliunwiwo?) 1o} Juswiedsap sy 0] yoed uonepijosuoo
e Jwgns 1snw Ajuoyiny ay] "sajdiounid Bununoooe [eloJswiwod Uuo J0308s 21jgnd N 8Jijus 8y} Jo} SJUNOJJE Pa)epPI|oSU0D JO s e 0) Buipes)| 108loid v

SJUN022Y JUBWIUIDAOS) JO BOYM

"99))IWWO) HpNY S} pue AJIoyYINy ay) JO Slaquiawl 8y} Sepnjoul wis} Siy] AJIoyInNy 8y} JO UOIJO8JIP PUB |0JJU0D ‘UoISIAIBdNS By} YlIM Pajsnijus asoy |
aoueulanob yym pabieys asoyy

‘sjoadse aAijeyjuenb pue aAle)jenb yjoq sey aoueoyiubis “sjuswalels Buiunoooe sy} Jo Jipne Jisy) o} paljdde
[oA8] Alljelis1ew ay) wouy Jayip Aew 1eyl aoueoliubis Jo |9A8] e jdope siolpne pue sanijiqisuodsal Japim asay) 0] saljdde eoueoiiubis, jo 1deouod ay

aoueosiubig

‘sjuswale)s
Bununoooe ay} uo uoluido J1vy) 108} AJILIBSS828U JoU Op YoIym ‘sjuawale)s Bununoosoe ay) uo uoluido ue aAIb 0y Ajjigisuodsal Jiay) se ||[om se
‘alnje)s Japun sanp pue saljigisuodsal 8AeY UoISSIWWOY) 8y} Aq pajuiodde sio)ipny “sjuswasiels Buijunodoe ay) 0} Ajuo saijdde Ajjeusiew, wis) syl

' sjoadse aAleyjuenb pue
aAllelllenb yjoq sey 11 se ‘uoniuysp |esnewsylew |essusab Jo sjgeded jou si Ajljelsie| ‘Way) Ul papnioul SWall [eNpIAIPUL JO JO Sjuswalels buinunoooe ay)
ulyym juswaiels Asewrd [enpiaipul Aue JO 1Xaju09 a8y} Ul paJapisuod aq os|e Aew Ajijeuslel\ ‘eduanjjul Jejilis e SABY PINOM }l JI [eldjew S| Juswale)ssiw

B 9SIMa)1| ‘Jodal S J0}Ipne 8y} JO 88SSaIppe Ue JO SUOISIDap 8y} 8duanjjul Algeuoseal pjnoM UOISSIWO SH JI [Bld}ew SI Jajjew Yy "9|0yM B Se sjuswale)s
Bujunoooe ay) Jo 1X8u09 a8y} Ul Jepew Jenoied e jo aoueuodwi Jo 8ouedubis aAlje|al ay) Jo uoissaldxa ue, se 1daouo9 siy} sauldp gdv aul

Ayjeuaiepn



Page 63

Z10z Aenugag YN"AOB UOISSIWIWIOD-JIPNE MMM

UOISSILILWOY Fﬂm

- Hpne

‘Aled pay Aue =

Jo ‘Ayoeded |enpiAipul JIsy} Ul 18210 J0 Jaquiaw/io)oalip Aue =

:01 Ajljiqisuodsal ou 1deooe sioyipny "Apog palpne ay] Jo 8sn 8|0S ay)

Jo} paledaud aie Aay] 'SJ8011J0 JO SIBQUIBW ‘SI0}D8IIP BAIINDBXS-UOU 0} passalppe ale siolpne pajuiodde Aq pasedald spoday “Apoq pajipne ay Jo pue
sJojipne Jo salljigisuodsal aAnoadsal ay) suie|dxa uoIsSIWWOD Jpny 8yl Ag panssi salpog palpny pue siojipny Jo sanjigisuodsay Jo juswalels ay |

"UoISSIWIWOY 1IpnNyY @ 1ybuAdoo abew|
‘wea | Bulysiignd uoissiwwo) 1ipny ay) Ag uononpoud pue ubisaq
"'CL0¢ uolssiwwo) 1pny ©

0,0Z 86. ¥¥80
|leo eses|d ‘ysijbug uey) Jayjo sbenbue| e Ul 1o JewIOo) 8AIBUIS)[E UB Ul JUsWNnoop siy) Jo Adoo e alinbai noA j|



Page 64

This page is left blank intentionally.
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SOUTH CAMBRIDGESHIRE DISTRICT COUNCIL

REPORT TO: Corporate Governance Committee 23 March 2012
AUTHORI/S: Executive Director (Corporate Services)

ANNUAL REVIEW OF RISK MANAGEMENT STRATEGY
Purpose

The purpose of this report is for Corporate Governance Committee to conduct the
annual review of the Council’s Risk Management Strategy and process and agree
any changes considered necessary.

Recommendations

2. That Corporate Governance Committee approves the revised Risk Management
Strategy, as set out at Appendix B.

Reasons for Recommendations

3. The revised Risk Management Strategy has been updated to address
recommendations resulting from Internal Audit’s risk maturity review — it therefore
represents appropriate application of risk management best practice to the Council’s
strategy and process.

4. Executive Management Team (EMT) and the Finance & Staffing Portfolio Holder
have each rigorously reviewed the Strategic Risk Register, the risks included and
assessments of their impact and/or likelihood, at quarterly meetings; a review of
strategic risks over the past 12 months indicates that Corporate Governance
Committee can have assurance that the Council’'s Risk Management Strategy and
process remain effective.

Background

5. The Risk Management Strategy was first adopted in January 2004 and updated in
September 2007, September 2008, February and March 2010, and March 2011; this
last update, for the change in the Strategic Risk Register format resulting from
moving it into the CorVVu performance management system in September 2010, and
to address recommendations resulting from Internal Audit’s risk management and
assurance stocktake.

6. When the Risk Management Strategy and process was revised in 2011, Corporate
Governance Committee agreed to receive the portfolio holder’s review and approval
of the Strategic Risk Register at the September 2011 meeting and to consider
whether future monitoring was required. At that meeting, the committee agreed to
monitor the portfolio holder’s review on an annual basis.

Considerations
7. The quarterly reviews of the Strategic Risk Register by EMT and the Finance &

Staffing Portfolio Holder have resulted in:
(a) four new risks being added:
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(i)  Maijor projects impact on small teams (September 2011);
(i) Demands on services from an ageing population (September 2011);
(i)  Partnership working with the County Council (September 2011);
(iv) Keeping up with technology development (September 2011);
(b) one risk score being increased:
(i)  Lack of development progress (June 2011);
(c) one risk score being reduced:
(i)  Equalities (December 2011);
(d) and one risk being removed:
(i)  Productive employee time (June 2011);

(e) with the possibility, following EMT’s review of the Strategic Risk Register in
February 2012, of one other risk being added, two risks being removed and
either the score on a fourth risk being reduced or the risk being removed, at
the Finance & Staffing Portfolio Holder's meeting on 20 March 2012 — an
update on these risks will be provided at the Corporate Governance
Committee’s meeting.

Particular comments made by the Finance & Staffing Portfolio Holder at his quarterly

reviews of the Strategic Risk Register are summarised below:

(a) June 2011: Lack of development progress - The portfolio holder recognised
the progress that had been made with regard to future development sites, but
considered that EMT should have downgraded the likelihood score from 5
(Almost certain) to 4 (Likely) instead of 3 (Possible). He also considered that
the impact of this risk should be 4 (High) instead of 3 (Medium).

(b) September 2011: The portfolio holder considered that a higher impact score
than 3 (Medium) could be considered for the Supported Housing risk, the
Housing Revenue Account risk was being well managed by the Council and
should be removed from the register in the next few months, the use of
technology in delivering efficiencies should be mentioned in the comments on
the ‘Keeping up with technology development’ risk and questioned whether
the Equalities risk should have as high an impact score as 5 (Extreme).

(c) December 2011: Welfare reform - While the portfolio holder recognised that
the Government’s reforms were inevitable, he decided to keep this risk on the
register as the Government had still not announced all the details necessary
for their implementation.

EMT and the Finance & Staffing Portfolio Holder reviews of the Strategic Risk
Register at quarterly meetings and a review of strategic risks over the past 12 months
indicate that the Council’'s Risk Management Strategy and process remain rigorous
and effective.

Internal Audit’s risk maturity review was an advisory piece of work, which does not
result in a formal assurance opinion; however the review and the risk maturity level of
the organisation will support and influence the annual opinion provided by the Head
of Internal Audit. Internal Audit’s conclusion was, “Overall we consider that the risk
management framework as currently operating is adequate and effective. In most
instances the recommendations we have made either enhance the controls currently
in place and align them with best practice or seek to ensure the processes in place
are adequately documented.” The recommendations resulting from the review,
together with management responses, actions taken and proposed updates to the
Risk Management Strategy, are attached at Appendix A.

The proposed revised Risk Management Strategy is attached at Appendix B,
proposed updates are shown as highlighted text.
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At the then Northstowe Portfolio Holder’'s meeting in April 2011, Councillor Riley
suggested an alternative scoring system to the matrix shown in Appendix B of the
report, where instead of both impact and likelihood being scored 1-5, likelihood could
be expressed as a percentage and impact scored in thousands of pounds. Councillor
Wotherspoon welcomed discussion on an alternative scoring system but concluded
that the current system was fit for the purpose of deciding which risks were above the
tolerance line and so merited special attention. Nevertheless he instructed officers to
consider the merits of an alternative matrix on the basis proposed by Councillor Riley.
A review of public sector risk management exemplars, local peer authorities and
other international organisations is summarised in Appendix C and resulted in the
following observations and recommendations:

(a) Some risks may not have a direct financial implication; seeking to attach a
monetary value to such risks could divert attention from the main effects of
their impact. Prioritising risks based on potential financial loss multiplied by
percentage chance of occurrence could suggest a precision that is
unintended, confuse consideration of other aspects of risk likelihood and
impact and possibly result in incorrect management of risks.

(b) The current practices of using a range of descriptive, financial and proximity"
guidelines to assess impact, and a range of descriptive, percentage and
proximity guidelines to assess likelihood, should therefore be continued.
However, it is suggested that the likelihood guidelines could be updated to
reflect a range of time periods, rather than just “in the next 12 months” as at
present (although that phrase does relate to the time horizon considered when
the Council’s risk registers are reviewed). An example of how this could be
applied is shown as highlighted text in Annex E to Appendix B attached.

Options

Corporate Governance Committee could approve the changes proposed to address
the Internal Audit recommendations and the resulting proposed revised Risk
Management Strategy. (This is the recommended option.) Alternatively, the
committee could suggest other improvements or enhancements to the Risk
Management Strategy, risk management process or document formats.

Implications
Financial, Legal, There are no immediate financial, legal or staffing implications
Staffing resulting from this report.

Risk Management The updated Risk Management Strategy will ensure the
authority has an effective risk management process, reflecting
the authority’s political arrangements and management
structure and the Council’s Aims, and providing appropriate
ownership and assurance.

Equality and The Risk Management Strategy and process has no inherent
Diversity equality and diversity implications.

Equality Impact No

Assessment A Partial Equality Impact Assessment (EqlA) was prepared with
completed the help of the Equalities & Customer Services Assistant; the

impacts have been provisionally assessed as neutral, with no

issues arising.

' Proximity: In terms of Impact — how long the outcome of the risk might last - some outcomes may be

short term; others, longer term. In terms of Likelihood — when the risk might occur; some
risks will be predicted to be further away in time than others
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Climate Change The Risk Management Strategy and process has no inherent

climate change implications.

Consultations

The review of the Risk Management Strategy has taken into account
recommendations from the Internal Audit risk maturity review.

EMT considered the proposed revised strategy in February 2012 and has
recommended that Corporate Governance Committee approves it.

The Finance & Staffing Portfolio Holder has been consulted on the proposed revised
strategy and has advised that the proposed changes seem fine.

Effect on Strategic Aims

The annual review of the Risk Management Strategy relates to the Council’s

commitment to listen to and engage with residents, parishes and businesses to

ensure the Council delivers first class services and value for money:

(a) it contributes to the Council’s corporate governance responsibilities;

(b) it also ensures that risks involved in the delivery of the Council’s Corporate
Plan and in meeting its strategic Aims are identified and managed adequately
and effectively.

Conclusions / Summary

The Finance & Staffing Portfolio Holder has exercised his executive responsibility for
risk management effectively, including quarterly review and approval of the Strategic
Risk Register and associated control measures / sources of assurance.

Corporate Governance Committee has exercised its governance responsibility for risk
management effectively, including annual review of the Risk Management Strategy
and process.

This report proposes changes to the Risk Management Strategy to address
recommendations resulting from Internal Audit’s risk maturity review and provides a
proposed revised Risk Management Strategy that takes these into account.

The Council’s Risk Management Strategy and process appear to be effective.

Background Papers: the following background papers were used in the preparation of this

report:

Internal Audit Risk Maturity Review

Contact Officer: John Garnham — Principal Accountant (General Fund and Projects)

Telephone: (01954) 713101




Appendix A

Recommendations regarding the Risk Management Strategy resulting from Internal Audit’s review of Risk Management

Ref | Recommendation Management response Update to Risk Management Strategy
[Categorisation]
1 The opportunity is taken to run a ‘refresher’ | Refresher training will be arranged for:
programme on risk to key staff, especially o officers involved in risk registers;
those involved in the management/ e report writers;
monitoring of the Service Risk Registers. e Members (after Annual Council
This would also be a useful avenue to Meeting).
disseminate any changes that may be
made as result of the outcomes of this The Risk Management Strategy will be Paragraph 9.2.1, third bullet point, has
review. updated to refer to including at least a been updated to refer to including at least
Low] refresher session annually. a refresher session annually.
ow
2 If a new risk on a Service Area risk register | Corporate managers / the executive A reference to “new” risks has been added

has a score in excess of the tolerance level
of 12 then EMT should decide if the risk
should remain at the Service level or be
escalated into the Strategic Risk Register.

We would recommend that a note to this
effect is made against the risk. Given that
Service Area risk registers are only
formally reviewed every 6-8 months then
we would recommend that if a Service
Area identifies a new risk with a score over
12 then this is referred to the next available
meeting of EMT for review.

[Low]

director formally review their service area
risk registers and accept/approve risks
onto them (paragraph 8.1.2 refers).

EMT'’s role is to perform a quality review of
service area risk registers periodically
(paragraph 8.5.3 refers).

Service managers can escalate service
area risks for EMT to consider including in
the strategic risk register (paragraph 8.4.2
refers).

These points will be clarified in the
strategy.

The strategy will be updated to provide that
EMT, as part of its reviews of service area
risk registers, will consider whether a new

to paragraph 5.2.7, fourth bullet point and
clarification regarding formal review of
service area risk registers and approval/
acceptance of new risks has been added
as a new paragraph 8.1.1 and to the bullet
points under paragraph 8.1.2.

Clarification regarding consideration of
risks scoring 12 or more, especially if they
are new risks, for possible referral to EMT
as part of the next Strategic Risk Register
review, has been added to paragraph
8.4.2.

A reference to EMT, as part of its reviews
of service area risk registers, considering
whether new service area risks should also

69 abed



Ref

Recommendation
[Categorisation]

Management response

Update to Risk Management Strategy

risk should also be on the Strategic Risk
Register. (It will be assumed not, unless
minuted otherwise.)

be on the Strategic Risk Register, has
been added to paragraph 8.5.3.

identified additional control measures /
sources of assurance these should be
assessed to determine if they change the
impact and likelihood score of a risk and

Likelihood scores taking the additional
control measures / sources of assurance
into account - changes to the scores are
shown in the ‘Adjusted risk score’ column.

3 There is a need to ensure that risks Risks in both the strategic and service area | Paragraphs 5.2.2 and 5.2.7 have been
detailed in the Strategic and Service Area | risk registers will be cross-referenced to amended to refer to relevant Actions or
risk registers are re-aligned to the new the 2012/13 Actions. Aims in the current Corporate Plan.
Corporate objectives for 2012/13.

Where risks relate to previous objectives The Strategic Risk Register CorVu report
If there are cases where risks recorded since embedded, the cross-referencing will | template (Annex C) and the Service Area
relate to an already embedded objective be to the relevant 2012/13 Aim. Risk Register template (Annex D) have
then this will need to be differentiated been updated to refer to the 2012/13
when recording. The strategy and relevant annexes will be | Actions or Aims.

updated to reflect this.
[Low]

4 We recommend that Service Areas submit | The service plan process has changed so | Paragraph 8.5.2 has been updated to

their risk registers alongside their Service that service priorities are approved in reflect the changed process.

Plans to the Portfolio Holder so that there October/November as the basis for

is an opportunity for the Holder to review emerging service plans, with full and final

the risks facing that area and to confirm plans being published in the following

that the risks detailed in the Service Plan March, including service area risks “above

have been mapped across. the line” — the strategy will be updated to
reflect this.

[Low]
The strategy will also be amended so that | This provision has been added as new
a portfolio holder may request a briefing/ paragraph 8.5.4 and the ‘Executive’ and
update from relevant corporate manager(s) | ‘Service managers’ section of Annex H
/ the executive director on the service area | have been updated accordingly.
risk register(s) appropriate to their portfolio.

5 In cases where Service Areas have Managers re-evaluate the Impact and Clarification regarding re-evaluating Impact

and Likelihood scores has been added to
paragraph 7.3.

0/ abed



Ref

Recommendation
[Categorisation]

Management response

Update to Risk Management Strategy

this should be recorded.

[Medium]

This will be clarified in the strategy.

Ensure that report writers are reminded of
the requirements on what information is to
be included in the risk implications section
of reports

We would recommend that the guidance is
enhanced to include the requirement that if
a risk is reported then a suitable note
should be recorded as to whether this is an
existing risk. In which case where the risk
is being managed, or if it is a new risk
which would then require consideration as
to where this risk should be included and
managed in the future.

[Low]

The use of the risk management
implications section will be reviewed and
guidance updated and training provided as
necessary.

Paragraphs 8.5.8 to 8.5.10 will be updated
as necessary resulting from the review.

In relation to the recording of controls,
assurance and actions we recommend:

e \When recording ensure that there is a
clear record as to which are the
controls and which are the assurances
detailed. (This could be through the
use of ‘C’ or ‘A’ after each statement)

e Ensure that controls are actual
controls and not statements.

e If a control has not yet been fully
implemented, we recommend that for
the Strategic Risk Register it is
included in the ‘Timescales to
Progress’ area and for Service Risk

The bullet points below correspond to

those in the recommendation:

e In March 2011 Corporate Governance
Committee accepted that setting out
control measures and sources of
assurance separately added too much
complexity to the process.

o Agreed — this will be included in the
refresher training.

e Agreed — the strategy will be updated to
reflect this and it will be included in the
refresher training and applied the next
time risk registers are reviewed.

e N/a

e N/a

e The inclusion of control measures /
sources of assurance not yet fully
implemented under ‘Timescale to
Progress’ has been added as new
paragraph 5.2.5.

1, 8bed



Ref

Recommendation
[Categorisation]

Management response

Update to Risk Management Strategy

Registers it is included in the
‘Additional Controls/Assurance
column’.

¢ Inrespect of assurances these need to

be explicit in their nature and greater
use could be made of trying to link
these to existing performance
indicators.

[High]

e The linking to performance indicators

will be added to the strategy and will be
investigated the next time risk registers

are reviewed.

¢ Performance indicators have been
added to the sources of assurance
under paragraph 5.2.4.

The process for dealing with managed
risks should be clearly defined within the
Risk Management Strategy.

[Low]

A ‘managed’ risk is removed from the
relevant risk register. \Where the activity
continues, it becomes part of day to day

management of the relevant service area —

this will be clarified in the strategy.

Paragraphs 7.5 and 8.1.1 have been
added to provide for the removal of risks
considered to be “managed”.

2/, abed
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South
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Draft Risk Management Strategy

To be approved by Corporate Governance Committee, 23 March 2012



Page 74

Contents

1. PUMDOSE ... e
2. ODJECHIVES ...ttt
3. GUIING PIINCIPIES ...t
4, Approach to risk management ...,
5. Identifying and recording FiSKS............cooiiiiiii
6. Assessing and prioritiSiNg FISKS ............c.ooiiiiioe e,
7. Y =T aE=Te [T Te T4 =] 1€ TSRS
8. Reviewing and reporting FSKS ..o
9. Communication and 1€arNING ...
10.  Organisational arrangemMENES ............c.ooi oo 10
Annex A The scope of risk; areas to consider

Annex B Some of the risks to consider when making strategic decisions

Annex C Strategic Risk Register CorVu report template

Annex D Service Area Risk Register template

Annex E Likelihood Assessment guidelines

Annex F Impact Assessment guidelines

Annex G Prioritisation matrix template

Annex H Chart summarising the Council’s arrangements for risk management



1.1

1.2

21

2.2

2.3

3.1

Page 75

Purpose

South Cambridgeshire District Council’s primary role is to make South
Cambridgeshire the best place to live and work in the country, demonstrating
impressive and sustainable economic growth, where residents have a superb quality
of life in an exceptionally beautiful, rural and green environment, with the Council
recognised as consistently innovative and a high performer with a track record of
delivering value for money by focusing on the priorities, needs and aspirations of its
residents, parishes and businesses.

The Council has an obligation to minimise risks involved in providing or enabling
service delivery. This strategy is a key part of strategic planning and an integral part
of service planning and performance management. It sets out the arrangements for
the identification, assessment, management and review of risks that may adversely
affect the Council’s services or the achievement of its aims and objectives.

Objectives

The Council’s concern is to manage risk effectively, eliminating or controlling risk to
an acceptable level. This is done by identification, assessment and management of
potential risks, rather than reaction and remedy to past events.

The objectives of the strategy are to:

(a) Integrate risk management into the culture of the Council, including a process
to identify and report upon existing and emerging risks to the Council.

(b) Anticipate and respond to changing social, environmental, legislative, etc
requirements.

(c) Manage risks in accordance with best practice, so that they are eliminated or
controlled to an acceptable level.

(d) Raise awareness of the need for risk management by managers responsible
for the Council’s delivery of services.

(e) Improve the delivery of Council services and enhance the Council’s reputation
and public image.

It will not always be feasible completely to eliminate risk. Indeed, calculated risk-
taking may be required in certain circumstances to achieve innovative or creative
solutions that will help to improve services to customers. However, reckless or
unplanned risk-taking would never be acceptable.

Guiding principles

To fulfil its risk management objectives, the Council will:

(a) Develop a culture that involves the participation of all appropriate staff in risk
management.

(b) Secure the commitment of Members and management at all levels to promote
risk management and provide leadership and direction:

¢ the executive role - agreement and ownership of the Council’s strategic risk
register, i.e. the strategic risks facing the Council - will be led by the
Finance & Staffing Portfolio Holder;

o the governance role - advice and assurance regarding the adequacy and
effectiveness of the Council’s risk management strategy and process - will
be undertaken by the Corporate Governance Committee.

(c) Adopt agreed standards of risk management that are monitored at corporate
and service level and ensure that further action is taken where necessary.
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(d)  Ensure that regular identification, assessment and management of significant
risks is integral to all corporate and service planning.

(e) Ensure that effective processes are in place to facilitate prompt remedial action
on adverse events and their identification and reporting and to enable near
misses to inform future action.

(f)  Have effective communication to make sure everyone is sufficiently informed
about risk management.

(9) Provide information, training, guidance and advice, as appropriate, to meet
these objectives.

Approach to risk management

The Council employs a simple four step process to manage its risks:

Identifying &
Recording
Risks

Reviewing & Reporting Communication Ase_;es_s_in_g &
Risks & Learning Pr:ig‘t::mg

Managing
Risks

These steps are outlined in the sections below.

In accordance with best practice, risk management at the Council incorporates the
identification and management of strategic risks, service area risks, project risks and
partnership risks. The process is thus embedded throughout the Council.

Identifying and recording risks
Identifying risks

A risk is an event that may occur, which will have an impact on the Council’s
services, or the achievement of its objectives and priorities. This strategy requires
the Council to identify strategic, service area (i.e. operational), project and
partnership risks.

Types of risks are outlined in the diagram at Annex A. While not exhaustive, the
diagram provides a starting point for identifying potential risks, including reputational
risks, at both strategic and service area levels, as well as for projects and
partnerships.

Further illustrations of some of the risks that should be considered when taking
strategic decisions are suggested in Annex B (again, the categories are neither
prescriptive nor exhaustive).
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Recording risks

Identified risks will be recorded in the relevant strategic or service area risk register,
project or partnership risk register. Risks will be described in terms of: the risk event
(i.e. what could happen), the consequence that it might lead to for service(s)/ Aim(s)/
Action(s), and the possible outcome(s) that it could result in.

The strategic risk register CorVu report template is attached at Annex C. The
strategic risk register will identify the top risks facing the Council from a corporate
perspective and will note for each risk identified:
¢ relevant Actions or Aims in the current Corporate Plan;
e the person nominated as the responsible “Risk Owner”;
e ‘“Target” and “Actual” Risk Scores resulting from assessed Impact and
Likelihood scores (see 6.1.1 below);
Control measures to address / sources of assurance over the risk;
e adotted line (------- ) showing the Council’s risk tolerance line (see 6.2.2
below);
o forrisks assessed ‘above the line’, the “Timescale to progress’, i.e. the Month/
Year by which it is planned that the risk will be mitigated to below the line.
(Note: “Target” risk scores are only for CorVu to measure whether risk scores have
increased, decreased, or stayed the same and apply a Red / Amber / Green colour
coding accordingly — see 5.2.6 below.)

Control measures may be defined as:
e actions to reduce either the likelihood of the risk occurring, or the potential
impact of it materialising;
e control measures may be either already in place, or those additional ones
considered necessary to manage the risk.

Sources of assurance may be defined as:

e evidence that control measures in place to mitigate a risk are operating
effectively;

e sources of assurance can include documents, reports, performance indicators
or other methods of verification;

e independent and substantiated evidence provides the strongest assurance.

Control measures to address / sources of assurance over the risk, which are not yet
in place, will be shown under “Timescale to Progress”.

The CorVu report enables movement in strategic risk scores to be monitored, where
Red / Amber / Green means:

for risks previously above the line for risks previously below the line

Red: e the score has increased e the score has increased to
above the line
Amber: | e the score has not changed, or o the score has increased but

has decreased but stays above stays below the line
the line

Green: | e the score has decreased to e the score has not changed, or
below the line has decreased
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The service area risk register template is attached at Annex D. Service area risk
registers will identify potential operational risks affecting the services for which they
are responsible and will note for each risk identified:

o relevant Actions or Aims in the current Corporate Plan;

o Control measures to address / sources of assurance over the risk, already in
place;

o the assessed Impact and Likelihood scores and resulting Total scores (see
6.1.1 below);

e the Direction of Travel of the risk (i.e. whether the risk is “new” or the Impact
and Likelihood assessments have stayed the same, reduced or increased);

e the person nominated as the responsible “Risk Owner”;

o the Review Frequency, i.e. the frequency at which the control measures/
sources of assurance are being reviewed;

e Additional control measures / sources of assurance considered necessary to
manage the risk;

e Additional resources/cost required to manage the risk;

e any Adjusted risk score resulting from re-evaluation of the Impact and
Likelihood taking the additional control measures / sources of assurance into
account;

e adotted line (------- ) showing the Council’s risk tolerance line (see 6.2.2
below);

o for risks assessed ‘above the line’, the “Timescale to progress’, i.e. the Month/
Year by which it is planned that the risk will be mitigated to below the line.

The Council will require projects (see section 8.2 below) to use the same format as
the service area risk register template. The Project Management Toolkit will be
updated to reflect this and guidance will be made available within the Toolkit.

The Council will encourage partnerships (see section 8.3 below) to use the same
format as the service area risk register template; however, the Council acknowledges
that a partnership may choose to use another format appropriate to its needs. If a
partnership chooses not to use the same format, the Council’s lead officer for that
partnership should liaise with the Principal Accountant (General Fund and Projects)
(PA(GFP)) for guidance on how to structure the risk register/log. Guidance will also
be made available in the Partnership Toolkit.

Assessing and prioritising risks
Assessing risks

Each of the identified risks, at both strategic and service area levels and for projects
and partnerships, will be assessed in terms of the likelihood of the risk occurring and
the potential impact of it materialising, according to the guidelines in Annex E and
Annex F, respectively.

Prioritising risks

A matrix of these assessments will be used to prioritise risks (see Annex G),

enabling the Council to make decisions about their significance and prioritise action.
The numbers in the matrix boxes represent Total risk scores, obtained by multiplying
the Impact score by the Likelihood score. The Total risk scores indicate the order of
priority of assessed risks. The risk registers will be re-scheduled in line with the order
resulting from the prioritisation matrix. (Where the same Total risk score can be
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obtained in more than one area of the matrix, the Impact score will take priority over
the Likelihood score.)

The dotted line running through the matrix (-- - - - - - ) shows the Council’s risk
tolerance line, between the level of risk the Council is prepared to accept without
putting in place additional control measures / sources of assurance and the level at
which risks are considered to require further action.

The Council’s risk appetite is defined thus: “The Council will ensure that all risks
identified are appropriately managed; however, it will require further attention to be
given to:
e risks having an Extreme or High impact, with a likelihood of Possible or higher;
and
e risks having a Medium impact, with a likelihood of Likely or higher.”

Those assessed risks that fall ‘above the line’ are considered to require further action
to reduce either the likelihood of the risk occurring or its impact if and when it does
occur; additional control measures / sources of assurance will be identified and
recorded for these risks (see 7.1 below).

Managing risks

Risks above the risk tolerance line (i.e. with a Total risk score of 12 or higher) require
additional control measures / sources of assurance to be put in place to manage
them, i.e.:
¢ active management (including considering terminating the activity or project);
¢ contingency plans — robust plans in place to detect any variation from
expectations; and/or
¢ mitigation to reduce likelihood (if cost effective).

At the strategic level, risk owners (i.e. the officers named in the strategic risk register)
will work with the PA(GFP) to develop and implement additional control measures /
sources of assurance for managing risks assessed above the risk tolerance line.
Where additional control measures / sources of assurance affect other Aims,
Approaches and/or Actions, services, projects or partnerships, require additional
resources or will incur additional costs, risk owners will discuss these with the
managers/officers concerned.

At the service area level, service managers will develop and implement additional
control measures / sources of assurance for managing risks assessed above the risk
tolerance line. Managers will re-evaluate the Impact and Likelihood scores taking the
additional control measures / sources of assurance into account - any changes to the
scores will be shown in the ‘Adjusted risk score’ column. \Where additional control
measures / sources of assurance affect other Aims, Approaches and/or Actions,
services, projects or partnerships, require additional resources or will incur additional
costs, service managers will discuss these with the managers/officers concerned.

Project and partnership risks will be managed in accordance with their governance
arrangements.

Risks below the risk tolerance line (i.e. with a Total risk score of 10 or lower) will be
reassessed quarterly to ensure there is no change to the underlying risk or control
measures / sources of assurance.
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When a risk is considered to be “managed”, i.e. it either no longer exists, or it is now
an integral part of day to day management of the service area concerned, it will be
removed from the relevant risk register by agreement at the appropriate review
meeting (see 8.1.1 below).

Reviewing and reporting risks
Reviewing risks

Reviews of risk registers will include consideration of any new risks. Approval of risk
registers will include both the acceptance of new risks and also the removal of risks
considered to be “managed”.

Risks are reviewed at service planning, corporate management teams, Executive
Management Team (EMT), Finance & Staffing Portfolio Holder, project management
and partnership meetings, as appropriate:

e EMT will review the strategic risk register quarterly, including consideration of
the impact and likelihood assessments and the control measures / sources of
assurance in place to address risks, recommending its approval to the Finance
& Staffing Portfolio Holder.

¢ The Finance & Staffing Portfolio Holder will similarly review and approve the
strategic risk register quarterly.

e Corporate managers will review and approve their service areas’ risk registers,
collated to give a comprehensive set of risks coming under their responsibility
and to enable moderation of impact and likelihood assessments, as part of the
annual preparation of service plans and at quarterly intervals, as a minimum.
The Executive Director (Corporate Services) will similarly review and approve
the collated risk registers for service areas reporting direct to him.

¢ Project managers and partnership lead officers will facilitate the review and
approval of the risk logs/registers for which they are responsible, at frequencies
set out in their project or partnership plans.

Should significant risks arise between reviews, they will be considered when they are
identified, as necessary.

Project risks

Projects, such as those of a corporate or significant service nature, major ICT related
projects, etc, are required to have their own risk registers, using the same format as
the service area risk register template (see paragraph 5.2.7 above). Project
managers will review project risk registers in accordance with their project
management arrangements.

Partnership risks

This strategy covers the way that the Council manages the risks facing it in the
delivery of its services and the achievement of its objectives and priorities. Where
these are delivered in partnership with other organisations, the application of this
strategy may extend outside the Council’s direct control.

The Council must therefore identify all the partnerships in which it participates and
have an understanding of its involvement and the implications of that involvement in
each partnership. Equally, each of the partnerships must have clearly set out
objectives and an understanding of the Council’s role in the partnership.
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The Council must review its partnerships to identify those that are most strategic and
important for it and the wider community. For these significant partnerships, a two
stage approach will be adopted by those managing them:

(a) Identify and assess, from the Council’s perspective, the risks that face the
Council from participating in the partnership. This analysis should identify the
controls and contingency plans (including an appropriate exit strategy) that are
or should be in place. This will be informed by the extent to which the
partnership has effective controls and risk management procedures in place
and whether it is able to provide the Council with the relevant assurances in
this regard.

(b) Champion effective risk and performance management procedures within the
partnership (including the risk of fraud and corruption), so that the threats to the
achievement of the partnership’s objectives are properly identified, assessed
and managed.

Partnership lead officers will review partnership risk registers in accordance with the
partnerships’ governance arrangements.

Links

When reviewing the strategic risk register, EMT may cascade a strategic risk to an
appropriate service area, project or partnership risk register, so that the relevant
service manager, project manager or partnership lead officer can take a corporate
lead on managing it.

When reviewing their service area risk registers, service managers and corporate
managers / the Executive Director (Corporate Services), may escalate a service area
risk for EMT to consider including in the strategic risk register, if the risk is significant
(e.g. has a score of 12 or more, and especially if it is a new risk) or has a corporate
nature. The PA(GFP) may similarly escalate a risk if it, or a similar one, is being
recorded in more than one service area risk register.

The strategic risk register may also include project and partnership risks, if these are
of a corporate or significant nature. The project/ partnership risk registers will record
the detailed risks and control measures / sources of assurance relating to the
particular project/partnership.

The PA(GFP) will facilitate these links. The PA(GFP) will also keep a record of the
risks included in the strategic risk register and the impact and likelihood assessments
of them, so that the priority of identified strategic risks can be tracked over time.

Reporting risks

The PA(GFP) will report the draft strategic risk register to EMT quarterly, for review
and recommendation to the Finance & Staffing Portfolio Holder. (Corporate
Governance Committee will review the adequacy of this as part of its annual review
of the risk management strategy and process, as described in 8.5.9 below.
Corporate Governance Committee may report to full Council, if the Committee
considers it necessary to ensure that strategic risks are appropriately managed.)

Corporate managers / the Executive Director (Corporate Services) will record service
area risks above the line in the Overview section of their service plans published
annually. They will update their service area risk registers and control measures /



8.5.3

8.5.4

8.5.5

8.5.6

8.5.7

8.5.8

8.5.9

8.5.10

Page 82

sources of assurance to the PA(GFP) quarterly, for EMT to consider in its quarterly
review of the strategic risk register.

In addition, EMT will review service area risk registers, collated by corporate
area/direct reports, on a rolling programme throughout the year. As part of this, EMT
will consider whether risks scoring 12 or more should also be included in the strategic
risk register. (It will be assumed not, unless minuted otherwise.)

A portfolio holder may request a briefing/update from relevant corporate manager(s) /
the Executive Director (Corporate Services) on the service area risk register(s)
appropriate to their portfolio.

Project managers and partnership lead officers will report project and partnership risk
registers in accordance with their project management/governance arrangements
and reporting frequencies. Project managers and partnership lead officers will
update their risk registers, including control measures / sources of assurance, to the
PA(GFP) quarterly, for EMT to consider in its quarterly review of the strategic risk
register.

Updates of risk registers will be provided to the Council’s insurance officer, to
facilitate discussion of insurance cover and negotiation of any premium discounts or
reductions with the Council’s insurers.

If a risk materialises, it will be reported as follows:

e strategic: a report to the next meeting of EMT by the risk owner, in conjunction
with the PA(GFP), outlining the event that occurred, the consequence for the
service, objective or priority and the outcome that resulted, together with
recommendations for the application of any lessons to be learnt;

e service area: a similar report to the service manager by the risk owner;

e EMT or the service manager, as appropriate, will decide how the
recommendations regarding lessons to be learnt will be implemented,;

o for project or partnership risks materialising: a similar report by the project
manager or partnership lead officer; decisions about how recommendations
regarding lessons to be learnt will be implemented will be taken in accordance
with the project management or partnership governance arrangements.

Reports to Members contain as standard a Risk Management Implications section.
Report writers use this section to describe risks associated with the report’s
proposals, possible consequences, the likelihood and potential impact of the risk
occurring. Where the risk is assessed above the Council’s tolerance line, report
writers also outline the additional actions that will be taken to mitigate the risk and
copy the report to the PA(GFP), so that the risk can be incorporated in the strategic
risk register and/or relevant service area risk register, project risk log, or partnership
risk log/register, as appropriate. Members should be fully briefed on risks identified
in the report.

Reports to Members also include as standard, Options and Financial Implications
sections. Where reports relate to major options appraisal or capital investment
decisions, report writers will also review relevant risk registers and logs, to identify
any risks that need to be considered in the report.

Positive aspects of the matter under consideration will generally be mainly described
in the body of the report to Members, alongside the various “Implications” sections
(Financial, Legal, Staffing, Equal Opportunities). Report writers can also use the
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Risk Management Implications section to highlight any positive risks (opportunities)
not mentioned elsewhere in the report.

The PA(GFP) will report to EMT on the risk management strategy and process
(including staffing resources) annually, or if there is a material change during the
year, for EMT to review the strategy and process and make any recommendations
regarding them to Corporate Governance Committee. (The Finance & Staffing
Portfolio Holder will similarly be invited to review the risk management strategy and
process and recommend changes.) Corporate Governance Committee will review
and approve changes to the risk management strategy and process annually, or if
there is a material change during the year.

Communication and learning
Communication

Relevant staff and Members will be given timely guidance and advice relating to their
risk management responsibilities, including particular aspects such as review of risk
registers.

Staff and Members will also be kept informed through a risk management page on In-
Site, the Council’s intranet, on which the following will be posted:

e the risk management strategy,

o the latest version of the strategic risk register,

o the latest versions of service area risk registers;

e guidance and advice concerning risk management, including assessment

criteria for the potential impact and likelihood of risks occurring;
e risk management templates.

Learning

The Council will keep its risk management strategy and processes up to date by
learning from a variety of sources:
e applying best practice from other local authorities and organisations, as
appropriate;
e ascertaining whether risk management matters identified in one service area
also apply elsewhere across the Council;
e providing relevant training for appropriate staff and Members (including at least
a refresher session annually), facilitated by external specialists if necessary:

o EMT will decide the training to be provided to staff, following a
recommendation by the PA(GFP).

o The Chairman of the Corporate Governance Committee and the Finance
& Staffing Portfolio Holder, and the Environmental Services Portfolio
Holder, responsible respectively for risk management and for Member
training, will decide the training to be provided to Members, following a
recommendation from EMT.

o Arecord will be kept of risk management training attended by staff and
Members.

o Corporate Governance Committee will review risk management training
and the attendance records annually, to ensure that capabilities remain
adequate.

(Note: Funding for external training is currently available under the Council’s
insurance contract.)
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Organisational arrangements

All staff, at every level, have a role to play in risk management, since they are often
best placed to identify many of the risks faced by the Council. All staff therefore have
a responsibility to identify and minimise risk. This includes taking prompt remedial
action on adverse events and near misses, when necessary, and the reporting of
these. Staff also have a responsibility to follow Council policies and procedures
designed to manage risk and maintain a general level of risk awareness.

The prompt alerting of something going wrong can help prevent a situation from
becoming worse. Staff are therefore encouraged to alert their line manager to
potential risks at the earliest opportunity, without the fear of blame being attributed as
a result. This will enable action to be taken as soon as possible to reduce either the
likelihood of the risk occurring or the possible effects of it doing so and also promote
a culture of openness, transparency and support.

A chart summarising the Council's arrangements for risk management is shown in
Annex H.

10
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Annex B

Some of the risks to consider when making strategic decisions

The following categories are neither prescriptive nor exhaustive, but illustrate some of the
risks Members should consider when taking strategic decisions.

Strategic political risks - associated with failure to deliver either local or central

government policy, or to meet the Council’'s commitments. Includes things such as:
o \Wrong strategic priorities

Not meeting the government's agenda

Decisions based on faulty or incomplete information

Too slow to innovate/modernise

Unfulfilled promises to electorate

Community planning oversights/errors

Strategic economic risks - affecting the ability of the Council to meet its financial
commitments. Includes things such as:
¢ Internal budgetary pressures
Inadequate insurance cover
External macro level economic changes (e.g. interest rates, inflation)
The consequences of proposed investment decisions
General/regional economic problems
High cost of capital
Treasury risk
Missed business and service opportunities
Failure to meet efficiency targets

Strategic social risks - relating to the effects of changes in demographic, residential or
socio-economic trends on the Council's ability to deliver its objectives. Includes things such
as:

Failing to meet the needs of a disadvantaged community

Impact of demographic change

Failures in partnership working

Problems in delivering life-long learning

Crime and disorder

Strategic technological risks—associated with the capacity of the Council to deal with the
pace/scale of technological change, or its ability to use technology to address changing
demand. They may also include the consequences of internal technological failures on the
Council's ability to deliver its objectives. Includes things such as:

Obsolescence of technology

Hacking or corruption of data

Breach of confidentiality

Failure in communications

Strategic legislative risks - associated with current or potential changes in national or
European law. Includes things such as:
e Inadequate response to new legislation



Page 87

¢ Intervention by regulatory bodies and inspectorates
e Judicial review
e Human Rights Act, Disability Discrimination Act etc. breaches

Strategic environmental risks - relating to the environmental consequences of progressing
the Council’s corporate objectives or service priorities (e.g. in terms of energy, efficiency,
pollution, recycling, landfill requirements, emissions etc). Includes things such as:

¢ Noise, contamination and pollution
Impact of planning and transport policies
Global warming
Flood defences

Strategic competitive risks - affecting the competitiveness of the service (in terms of cost
or quality) and/or its ability to deliver best value. Includes things such as:

e Takeover of services by government/agencies

e Failure to show best value and/or value for money

o Failure of bids for government funds

Strategic customer/citizen risks— associated with failure to meet the current and changing
needs and expectations of customers and citizens. Includes things such as:

o Lack of appropriate consultation

¢ Bad public and media relations



Annex C Strategic Risk Register CorVu report template

Risk Reference, Title and Description, plus associated Aims Risk Score Risk Owner’s Comments

The risk event, leading to consequence for service/ Aim(s)/ Action(s), Risk Owner T t Actual

resulting in possible outcome(s). Plus associated 3 A’s. arge ctua

Reference - Title IMPACT SCORE: X.

The risk event, LIKELIHOOD SCORE: Y.

leading to consequence for service/ Aim(s)/Action(s), Risk owner

resulting in possible outcome(s). CONTROL MEASURES / SOURCES OF ASSURANCE: Detail.

Associated 3 A’s TIMESCALE TO PROGRESS: Dettail.

Reference - Title IMPACT SCORE: X.

The risk event, LIKELIHOOD SCORE: Y.

leading to consequence for service/ Aim(s)/Action(s), Risk owner

resulting in possible outcome(s). CONTROL MEASURES / SOURCES OF ASSURANCE: Detail.

Assoclated 3AS e e e e e e e oo TIMESCALE TO PROGRESS: Detall. _ _ _ _ o e e e e e e e -
Reference - Title IMPACT SCORE: X.

The risk event, LIKELIHOOD SCORE: Y.

leading to consequence for service/ Aim(s)/Action(s), Risk owner

resulting in possible outcome(s). CONTROL MEASURES / SOURCES OF ASSURANCE: Detail.

Associated 3 A’s TIMESCALE TO PROGRESS: Detail.

Reference - Title IMPACT SCORE: X.

The risk event, LIKELIHOOD SCORE: Y.

leading to consequence for service/ Aim(s)/Action(s), Risk owner

resulting in possible outcome(s). CONTROL MEASURES / SOURCES OF ASSURANCE: Detail.

Associated 3 A’s TIMESCALE TO PROGRESS: Detail.

3 A’s (Aims, Approaches, Actions) Impact Likelihood Notes

Risks should be cross referenced to the relevant 5 Extreme 5 Almost certain 1. The “Reference” will be a unique risk reference, retained by the risk throughout the period of its inclusion in the
Corporate Plan Actions adopted by Council on 23 4 High 4 Likely risk register.

February 2012 with effect from 1 April 2012 (e.g. A5 3 Medium 3 Possible 2. Criteria and guidelines for assessing “Impact” and “Likelihood” are available on In-Site under Corporate
or C2, etc). 2 Low 2 Unlikely Information > Risk Management.

Where risks relate to previous objectives since 1 Insignificant 1 Rare 2. The “Actual’ risk score is obtained by multiplying the Impact score by the Likelihood score.

embedded, the cross-referencing should be to the
relevant 2012/13 Aim.

¥ / Amber /

3. The dotted line

4. The “Timescale to progress” is the date (Month Year) by which it is planned that the risk will be mitigated to

below the line.

shading in the Actual Column indicates the following movement in risk scores:

(-==-=--- ) shows the Council’s risk tolerance line.

8g abed

for risks previously above the line: | e the score has increased ¢ the score has not changed, or has decreased but stays above the line e the score has decreased to below the line

for risks previously below the line: ¢ the score has increased to above the line | ¢ the score has increased but stays below the line e the score has not changed, or has decreased




Annex D

Service Area Risk Register template

68 abed

Ref. | Title and Description of risk 3 A’s | Control measures/ Risk score Direction | Risk owner/ Additional control Additional cost Adjusted risk Timescale
The risk event, leading to consequence sources of of travel | Review measures/sources resources required | score to
for service/ Aim(s)/ Action(s), resulting assurance in place frequency of assurance (where relevant) | progress
in possible outcome(s).
Title Impact \dl) Risk owner / Impact
The risk event, Likelihood () Review frequency Likelihood
leading to consequence for service/ Total new Total
Aim(s)/Action(s),
resulting in possible outcome(s).
Title Impact \dl) Risk owner / Impact
The risk event, Likelihood () Review frequency Likelihood
leading to consequence for service/ Total new Total
Aim(s)/Action(s),
_ | fesulting in possible outcome(s). _ _ _ | _ _ _ | _ _ _ _ ___ ___|_____| 8 ) ) AN R S R
Title Impact \dl) Risk owner / Impact
The risk event, Likelihood () Review frequency Likelihood
leading to consequence for service/ Total new Total
Aim(s)/Action(s),
resulting in possible outcome(s).
Title Impact \dl) Risk owner / Impact
The risk event, Likelihood () Review frequency Likelihood
leading to consequence for service/ Total new Total
Aim(s)/Action(s),
resulting in possible outcome(s).
3 A’s (Aims, Approaches, Actions) Impact Likelihood Direction of Travel
Risks should be cross referenced to the relevant Corporate Plan Actions adopted 5 Extreme 5 Almost certain \? Priority reduced from last review (give the previous Total score in the brackets)
by Council on 23 February 2012 with effect from 1 April 2012 (e.g. A5 or C2, etc). 4 High 4 Likely - Priority equal to last review
Where risks relate to previous objectives since embedded, the cross-referencing 3 Medium 3 Possible T Priority increased from last review (give the previous Total score in the brackets)
should be to the relevant 2012/13 Aim. 2 Low 2 Unlikely new Risk included in the risk register for the first time
1 Insignificant 1 Rare

Notes: 1. The “Ref.” will be a unique risk reference, retained by the risk throughout the period of its inclusion in the risk register.
2. Criteria and guidelines for assessing Impact and Likelihood are available on In-Site under Corporate Information > Risk Management.
3. The “Total” risk score is obtained by multiplying the Impact score by the Likelihood score.
4. The “Adjusted risk score” would result from re-evaluation of the Impact and Likelihood taking the additional control measures / sources of assurance into account.
5. The dotted line (------- ) shows the Council’s risk tolerance line.
6. The “Timescale to progress” is the date (Month Year) by which it is planned that the risk will be mitigated to below the line.
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Annex E Likelihood assessment guidelines
Likelihood Guidelines Score
Is expected to occur in most circumstances (more than 90%),
Almost certain Coc;uld happen in the next year, 5
I\/(I)cr)re than 90% likely to occur in the next 12 months
Will probably occur at some time, or in most circumstances
(66% - 90%),
Likely Cooruld happen in the next 2 years, 4
6cﬁ)3r‘%> to 90% likely to occur in the next 12 months
Fairly likely to occur at some time, or in some circumstances
(36% - 65%),
Possible Cooruld happen in the next 3 years, 3
3CE)3r‘%> to 65% likely to occur in the next 12 months
Is unlikely to occur, but could, at some time (11% - 35%),
Unlikely Coc;uld happen in the next 10 years, 2
1?% to 35% likely to occur in the next 12 months
May only occur in exceptional circumstances (up to 10%),
Rare Uor:likely to happen in the next 10 years, 1

or
Up to 10% likely to occur in the next 12 months




Annex F

Impact assessment guidelines

Impact Giving rise to one or more of the following: Score
Service disruption | People Financial loss | Environment Statutory service/ Management | Reputation
(including claim legal obligations
or fine)
Extreme Serious disruption Loss of life Financial loss Major regional / | e Central Could lead to Extensive 5
to services (loss of over £500k national government resignation of | adverse
services for more environmental intervention; or Leader or coverage in
than 7 days) damage e Multiple civil or Chief national press
criminal suits Executive and/or television
High Major disruptionto | Extensive Financial loss Major local e Strong regulatory | Could lead to | Adverse 4
services (loss of multiple between £251k | environmental sanctions; or resignation of | coverage in
services forupto 7 | injuries - £500k damage e Litigation Member or national press
days) Executive and/or television
Director
Medium Noticeable Serious Financial loss Moderate e Regulatory Disciplinary / Extensive 3
disruption to injury between £51k - | environmental sanctions, capability adverse front
services (loss of (medical £250k damage interventions, procedures page local press
services for up to 48 | treatment public interest invoked coverage
hours) required) reports; or
e Litigation
Low Some disruptionto | Minor injury | Financial loss of | Minor e Minor regulatory Formal HR Some local 2
internal services; no | (first aid) between £6k - environmental consequences; or | procedure press coverage;
impact on £50k damage e Litigation invoked or, adverse
customers internal
comment
Insignificant | Insignificant No injuries Financial loss of | Insignificant e No regulatory Informal HR No reputational 1
disruption to internal up to £5k environmental consequences; or | procedure damage
services; no impact damage e Litigation invoked

on customers

16 8bed
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Annex G Prioritisation Matrix template
IMPACT
Insignificant Low Medium High Extreme
1 2 3 4 5
Almost certain | 5 5 10 l 15 20 25
i

8 Likely 4 4 8 I 12 16 20
o |
= | Possible 3 3 6 I 15
L e —
<
= | Unlikely 2 2 4 6 8 10

Rare 1 1 2 3 4 5

— == == == Risk Tolerance Line

Managing the risk

[Note: The score is obtained by multiplying the Impact by the Likelihood (e.g. Impact: High;
Likelihood: Possible, would result in a score of 12 -i.e. 4 x 3).]

Above the risk tolerance line (i.e. a score of 12 — 25):
¢ Requires active management (consider termination of the activity or project)
e Contingency plans — robust plan in place to detect any deviation from expectations
¢ May require some mitigation to reduce likelihood (if cost effective)

Below the risk tolerance line (i.e. a score of 1 — 10):
e Reassess quarterly to ensure no change to underlying risk or control measures /
sources of assurance
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Annex H Chart summarising the Council’s arrangements for risk management

Corporate Governance Committee

The general functions that come under the responsibility of the Committee include:

e To review and advise the Council on the embedding and maintenance of an
effective system of corporate governance, risk management and internal control.

¢ To give assurance to the Council that there is a sufficient and systematic review
of the corporate governance, risk management and internal control
arrangements within the Council.

With regard to risk management, the Committee:

¢ Reviews the risk management strategy and process annually, updating them if
necessary.

e This annual review will include considering the adequacy of the quarterly reviews
of the strategic risk register by the Finance & Staffing Portfolio Holder.
Receives relevant training, as and when appropriate.

e The Committee may report to full Council, if considered necessary to ensure that
strategic risks are appropriately managed.

Executive

¢ The Finance & Staffing Portfolio Holder is the lead Member for risk management.

e The Finance & Staffing Portfolio Holder reviews the risk management strategy
and process annually, recommending changes to Corporate Governance
Committee if necessary.

e The Finance & Staffing Portfolio Holder reviews and approves the strategic risk
register quarterly.

¢ A portfolio holder may request a briefing/update from relevant corporate
manager(s) / the Executive Director (Corporate Services) on the service area risk
register(s) appropriate to their portfolio.

e Receives relevant training, as and when appropriate.

Notes:

¢ The Chairman of the Corporate Governance Committee, the Finance & Staffing
Portfolio Holder and the Environmental Services Portfolio Holder decide the
training to be provided to Members, following a recommendation from EMT.

|

Executive Management Team (EMT)

e Reviews the risk management strategy and process annually, recommending
changes to Corporate Governance Committee if necessary.

¢ Reviews the strategic risk register quarterly; recommends the strategic risk
register to the Finance & Staffing Portfolio Holder.
May cascade a strategic risk to an appropriate service area risk register.

e Reviews service area risk registers, collated by corporate area/direct reports, on
a rolling programme throughout the year.

o Considers reports on strategic risks that occur and decides how lessons learnt
will be implemented.
Promotes and champions risk management.

o Decides training to be provided to staff, following a recommendation from the
PA(GFP); recommends training to Corporate Governance Committee.

e The Executive Director (Corporate Services) is the senior manager responsible

for risk management.
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|

“Risk owners”

(Note: The “risk owner” is the person nominated as the lead officer responsible for

risks identified in risk registers.)

At the strategic level:

e Work with the PA(GFP) to develop and implement control measures / sources of
assurance for managing strategic risks, including additional control measures /
sources of assurance for risks assessed above the tolerance line.

¢ Report strategic risks materialising, in conjunction with the PA(GFP), to the next
meeting of EMT, recommending the application of any lessons to be learnt.

At the service area level:

o Work with the service manager to develop and implement control measures /
sources of assurance for managing service area risks, including additional
control measures / sources of assurance for risks assessed above the tolerance
line.

e Report service area risks materialising to the service manager.

|

Service managers

e Review service area risk registers alongside service plans annually, reporting
risks above the line in published service plans, and at quarterly intervals.

¢ Respond to portfolio holder requests for briefings/updates on service area risk
register(s).

e Where strategic risks are cascaded to a service area risk register, take a
corporate lead on managing the risk.

o May escalate a service area risk for EMT to consider including in the strategic
risk register.

¢ Implement control measures / sources of assurance to manage service area
risks.

o Update the PA(GFP) quarterly regarding service area risk registers and control
measures / sources of assurance.

e Consider reports on service area risks that occur and decide how lessons learnt
will be implemented.

e Have primary responsibility for managing risks in their service areas, since they
are best-placed to determine the appropriate actions to minimise risks to their
customers, staff, services or budgets.

|
Project managers
¢ Review project risk registers at frequencies set out in project plans, reporting
these in line with project management arrangements.
o Update the PA(GFP) quarterly regarding project risk registers, including control
measures / sources of assurance.
e Report project risks materialising, in accordance with project management

arrangements. |

Partnership lead officers

¢ Review partnership risk registers at frequencies set out in partnership plans,
reporting these in line with governance arrangements.

o Update the PA(GFP) quarterly regarding partnership risk registers, including
control measures / sources of assurance.

e Report partnership risks materialising, in accordance with governance

arrangements.
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Principal Accountant (General Fund and Projects) (PA(GFP))

e Coordinates EMT’s annual review of the risk management strategy and the
resulting reports to the Corporate Governance Committee.

e Coordinates EMT’s quarterly review of the strategic risk register and associated
action plans, and the resulting reports to the Finance & Staffing Portfolio
Holder.

o Assists nominated risk owners to develop and implement control measures /
sources of assurance to manage strategic risks, including additional control
measures / sources of assurance for risks assessed above the Council’s risk
tolerance line.

o Keeps a record tracking the priority of identified strategic risks.

o Assists risk owners to report on strategic risks that occur, together with
recommendations regarding any lessons to be learnt.

o Coordinates corporate managers’ reviews of collated service area risk
registers, quarterly.

o Reviews service area risk registers to identify risks of a significant, corporate or
common nature.

o Facilitates cascade of strategic risks to relevant service area risk registers and
escalation of significant, corporate or common service area risks for EMT to
consider including in the strategic risk register.

e Links project and partnership risk registers to the strategic risk register and/or
service area risk registers, as appropriate.

o Facilitates inclusion of risks identified in reports to Members, in the appropriate
risk register

¢ Recommends training for staff and Members to EMT.

Facilitates relevant training, guidance and advice on risk management.

o Communicates risk management matters to staff.

|
Notes:
e Responsibility in respect of risk and risk management will be included in relevant
officers’ job descriptions.
¢ The management competency framework will be reviewed to incorporate risk
management responsibilities and objectives.
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Appendix C

Assessing Risk Likelihood and Impact
Summary of reviews of public sector risk management exemplars, local peer authorities and
other international organisations

Risk is by its very nature uncertain; if something can be said to be certain, it is not a risk to
be managed but an issue to be addressed. However, proper assessment of risk impact and
likelihood is critical to the effectiveness and credibility of the risk management process - the
understanding of each risk will be more complete, enabling better control measures to be
implemented, leading more reliably to the achievement of related objectives.

It can be very difficult to obtain accurate quantitative data on which to assess likelihood:
there may be no relevant previous data on the likelihood of occurrence of the risk;

such data as there is may not be available;

the risk exposure may be unclear, e.g. is it related to length of time, number of tasks, etc;
the number of times the risk event has been deliberately avoided may not be known;
data needs to be adjusted to take into account any changes that have occurred in the
environment, e.g. increased number of properties, severity of weather conditions, etc;

it may not be possible to know the likelihood of a risk if it is dependent on outside factors;
¢ the likelihood of future events can only be estimated.

Because valid quantitative data is often not available, qualitative indicative descriptions are
usually used to score likelihood assessments. However, reliable likelihood assessments are
important and the risk management process may be undermined if they appear to be wholly
subjective. Various alternative approaches and different techniques are available, but none
is foolproof or applicable in every situation:
¢ labels (high, medium, low) or phrases (improbable, possible, likely) - can be ambiguous;
e odds (1:50, 1:10, 1:3) - can be difficult to comprehend;
e percentages (5%, 40%, 70%) or decimals (0.05, 0.4, 0.7) - can imply precision where
reality is less certain;
e ranges (1-10%, 25-50%, 70-90%) - can be artificial, may not reflect ranges of likelihood
in reality.

The purpose of risk management is to ensure that risks are properly managed, not to
achieve absolute accuracy in assessments of likelihood or impact. Using numbers when
assessing risk could give a misleading impression of precision, causing risk reviewers to
assume more than is actually intended.

A review of risk assessment methodologies of risk management exemplars, local peer
authorities and other organisations showed that they used a range and combinations of
descriptive, percentage and proximity’ criteria to assess likelihood. None of the
organisations using percentages to score likelihoods link these to potential financial impacts
in order to prioritise risks.

Although the assessment of risk likelihood is therefore mainly subjective, risk reviewers can
use a variety of approaches and techniques to bring a degree of objectivity to the process,
always understanding that these are meant to guide a score, not impose a value.

! Proximity: when the risk might occur; some will be predicted to be further away in time than others
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Prioritising risks based on potential financial loss multiplied by percentage chance of
occurrence could suggest a precision that is unintended, confuse consideration of other
aspects of risk likelihood and impact and possibly result in incorrect management of risks.
(Some risks may not have a direct financial implication; seeking to attach a monetary value
to such risks could divert attention from the main effects of their impact.)

All this indicates that the current practice of using a range of descriptive, percentage and
proximity guidelines to assess likelihood should therefore be continued. However, it is
suggested that the guidelines for assessing likelihood could be updated to reflect a range of
time periods, rather than just “in the next 12 months” as at present (although that phrase
does relate to the time horizon considered when the Council’s risk registers are reviewed).
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Table of organisations reviewed

Organisation

No. of
criteria

Means of assessing

Risk management exemplars

Birmingham Audit 4 descriptive e.g. likely, will occur in most
percentages | circumstances;
50% - 80% chance
London Borough of 6 descriptive | e.g. likely to happen at some point in next
Bexley percentages | 1-2 years;
proximity * circumstances occasionally encountered
(few times per year);
51% - 75% chance of occurrence
London Development | 4 percentages | e.g. 50% - 75%
Agency
Warwickshire County | 4 percentages | e.g. 41% to 75% chance of circumstances
Council proximity arising;
likely to occur in the next 1-2 years
* See Ruleworks below
Local peer authorities
Cambridgeshire 5 descriptive | e.g. is likely to occur at some time in
County Council normal circumstances
Fenland District 5 descriptive | e.g. there is a risk that the event/incident
Council will occur at some time
Huntingdonshire 5 descriptive | e.g. likely;
District Council proximity likely to happen within the next year
Other organisations
University College 5 descriptive | e.g. will probably happen or recur, but it is
London not a persisting issue/circumstance
World Intellectual 3 descriptive | e.g. an event will probably occur in many
Property Organisation circumstances
Ruleworks n/a proximity i.e. when the risk might occur: some will
be predicted to be further away in time
than others
Queensland 4 descriptive e.g. happens about once a year in this
Government proximity industry
SANS Institute 3 percentages | e.g. 26-75% chance of successful
proximity exercise of threat during a one-year

period
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SOUTH CAMBRIDGESHIRE DISTRICT COUNCIL

REPORT TO: Corporate Governance Committee 23 March 2012
AUTHORI/S: Executive Director (Corporate Services)

STRATEGIC RISK REGISTER
Purpose

The purpose of this report is to enable Corporate Governance Committee to consider
the Finance & Staffing Portfolio Holder’s latest quarterly review and approval of the
Council’s Strategic Risk Register.

2. This is not a key decision but it has been brought to this meeting because the
committee wishes to monitor that the Strategic Risk Register has been properly
considered by the portfolio holder.

Recommendations

3. That Corporate Governance Committee notes the Finance & Staffing Portfolio
Holder’s latest quarterly review and approval of the Strategic Risk Register.

Reasons for Recommendations

4, The Strategic Risk Register and Matrix forms the record of corporate risks the Council
currently faces in the delivery of services and the achievement of strategic aims,
together with control measures to address / sources of assurance over the risks.

Background

5. At its meeting on 28 March 2011, Corporate Governance Committee agreed to
receive the portfolio holder’s review and approval of the Strategic Risk Register at the
September 2011 meeting and to consider whether future monitoring was required. At
its meeting on 30 September 2011, the committee agreed to now monitor the portfolio
holder’s review on an annual basis. .

6. This report presents the latest version of the Strategic Risk Register, which is due for
review and approval at the Finance & Staffing Portfolio Holder's meeting on 20 March
2012 — an update on what takes place will be provided at the committee’s meeting.

Considerations

7. The Strategic Risk Register was reviewed with the nominated risk owners and other
members of Executive Management Team (EMT). A proposed updated version was
presented to EMT on 22 February 2012. EMT agreed to recommend the following
proposed changes to the Strategic Risk Register, to the Finance & Staffing Portfolio
Holder:

(a) Welfare Reform: Control measures / sources of assurance updated to reflect
impact assessment work undertaken on the Government’s proposals and the
project plan for localised council tax benefits.

(b) Lack of development progress: The risk description updated to reflect that
development is below target. Control measures / sources of assurance
updated to reflect the Phase 1 planning application received on 27 February
2012.



(c)

(d)

(e)

(f)

(9

(i)

@

(k)

()

(m)
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Implementation of National Job Evaluation (JE) Scheme: Control

measures / sources of assurance updated to reflect:

0] The formal consultation process ending in March 2012 and that
managers had commenced that process;

(ii) Staff briefings held in December 2011 and January 2012 and updates
included in the Corporate Brief;

(iii) All JE documents are held on Insite.

Supported Housing: Timescale to Progress updated to reflect that

confirmation had been received of the reduction in funding w.e.f. April 2012,

that consultation had taken place with staff on the new structure and that the

Housing Portfolio Holder approved a new sheltered housing structure on 15

February 2012.

lllegal traveller encampments or developments: Control measures /

sources of assurance updated to reflect :

0] Gypsy & Traveller Plan to be included in Local Plan; Issues & Options
consultation, Summer 2012;

(i) Monthly report on position regarding temporary expiries and
applications circulated to SOG for coordination and oversight.

Timescale to Progress updated to reflect that monitoring of new applications is

ongoing and that the Local Plan is due for completion 2014.

Medium Term Financial Strategy (MTFS): Control measures / sources of

assurance updated to reflect that an updated MTFS was approved by Council

on 23 February 2012.

HRA Business Plan, Government policy changes: This was a new risk,

deriving from the risk register attached to the Housing Revenue Account

(HRA) Business Plan approved at Council on 23 February 2012. The risk

description, score, control measures / sources of assurance and timescale to

progress had been taken from that risk register.

Major projects impact on small teams: EMT considered that this risk was

now fully covered in project plans prepared for major projects and that

resources would be prioritised to address any impacts arising, so it was

suggested that this risk may be removed from the Strategic Risk Register.

Potential risk once HRA reform is implemented: Timescale to Progress

updated to reflect that a viable Business Plan had been approved by Council,

with a separate risk register identified.

Partnership working with Cambridgeshire County Council. Control

measures / sources of assurance updated to reflect the Action in the 2012/13

Corporate Plan and more generic wording about playing an active role in

partnerships.

Demands on services from an ageing population: Control measures /

sources of assurance updated to reflect:

0] Housing for older people Task & Finish review reported to Scrutiny &
Overview Committee on 6 February 2012;

(i) County wide workshop to which SCDC is invited on 16 March 2012.

Depot size: Heads of Terms are being reviewed and implementation and

additional costs have been provided for in budgets. Vehicles are due to move

to a temporary facility in April 2012 and the revised date for the move to the

new depot facility is October 2012. The Likelihood score could therefore be

reduced from 3 (Possible) to 2 (Unlikely), which would bring the risk below the

Council’'s tolerance line. However, as the risk is now more of an operational

issue, and is included in the Health & Environmental Services service area

risk register, it was suggested that the risk may be removed from the Strategic

Risk Register.

Equalities: Control measures / sources of assurance updated to reflect that

the Council completed its specific duty to publish equality information by 31

January 2012. Timescale to Progress updated to reflect that the new Single



10.

11.
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Equality Scheme will be presented to Clir. Howell for endorsement on 21
March 2012.

(n) Climate change: As suggested at the Finance & Staffing Portfolio Holder
meeting on 20 December 2011, the previous Climate Change risk, which had
two elements, has been divided into two risks:

(iy Safeguarding the Council’s services against climate change: This
risk has been scored Impact 4 (High), Likelihood 2 (Unlikely).
(i) Achieving a 10% reduction in CO, emissions: This risk has been
scored Impact 2 (Low), Likelihood 4 (Likely).
The risk descriptions and control measures / sources of assurance have been
taken from the previous Climate Change risk.

(0) Keeping up with technology development. Risk description updated to
reflect the possible inability to appropriately manage the handling of data and
sensitive information. Control measures / sources of assurance updated to
reflect:

0] The Information Governance project, EMT, and the Policy &
Performance Portfolio;

(ii) The exchange of information, ideas and opportunities via the County
Data Sharing Group;

(iii) Membership of the British Computer Society;

(iv) Regular engagement with Members.

However, as various initiatives to take advantage of technology development

are being progressed, and as this risk only has a score of 4, it was suggested

that the portfolio holder considers removing it from the Strategic Risk Register.

The above changes and additions were included in the draft Strategic Risk Register
CorVu report and Matrix, attached at Appendices A and B, respectively. Risks
suggested for removal are shown greyed out at the end of the risk register.

The CorVu report enables movement in strategic risk scores to be monitored, where
Red / Amber / Green means:

for risks previously above the line for risks previously below the line

Red: o the score has increased o the score has increased to above
the line

Amber: | ethe score has not changed, or ¢ the score has increased but stays
has decreased but stays above below the line
the line

Green: | ethe score has decreased to below | ethe score has not changed, or
the line has decreased

Options

In considering the Finance & Staffing Portfolio Holder’s review of the Strategic Risk
Register CorVu report and Matrix (paragraphs 7 to 9, and Appendices A and B),
Corporate Governance Committee could suggest:

(a) changes to either the title or detail of the risks or control measures;

(b) alterations to the impact or likelihood assessments of risk;

(c) the adoption of additional control measures.

Implications
Financial, Legal, There are no immediate financial, legal or staffing implications
Staffing resulting from this report.

Some control measures may have financial, legal or staffing

implications; if so, these will be considered separately.




Page 104

12.

13.

14.

15.

16.

17.

18.

Risk Management Risk management is undertaken regularly in order to minimise
the possibility of the Council being adversely affected should
either an unforeseen risk arise or an assessed risk not be
properly planned for.

Equality and The Council’s risk management process has no inherent

Diversity equality and diversity implications; however, Equalities is
included as a risk area on the Strategic Risk Register.

Equality Impact No

Assessment Not applicable, as this is a report about a quarterly review,

completed rather than a new or updated strategy, policy or procedure.

Climate Change The Council’s risk management process has no inherent climate

change implications; however, Climate Change is included as a

risk area on the Strategic Risk Register.

Consultations

Risk owners and members of EMT have been consulted regarding various aspects of
this report.

The Finance & Staffing Portfolio Holder will review the Strategic Risk Register CorVu
report and Matrix at his portfolio holder meeting on 20 March 2012.

There will be liaison with officers as appropriate regarding the implementation of
decisions made by the Finance & Staffing Portfolio Holder regarding this report.

Consultation with Children and Young People

There has been no consultation with children and young people regarding this report.

Effect on Strategic Aims

The proposals in this report relate to the Council’s strategic aim of being a listening

council, providing first class services accessible to all:

(a) they contribute to the Council’s corporate governance responsibilities;

(b) they also ensure that strategic risks involved in the delivery of the Council’s
Corporate Plan and in meeting the Strategic Aims are identified and managed.

Conclusions / Summary

Appendices A and B represent the draft Strategic Risk Register and Matrix resulting
from the consultations.

The quarterly review of the Strategic Risk Register enables the Council to manage its
strategic risks to an acceptable level.

Background Papers: the following background papers were used in the preparation of this

report:

None unpublished

Contact Officer: John Garnham — Principal Accountant (General Fund and Projects)

Telephone: (01954) 713101




Appendix A

Strategic Risk Register
March 2012 - Draft

[changes highlighted in pale blue]

South
Cambridgeshire
District Council

Risk Reference, Title and Description,

Current Risk Score

Risk Owner’'s Comments

changes;

¢ increased dissatisfaction with the service due to reduced
amounts of benefit payable;

e impact on Medium Term Financial Strategy;

and
o dislocation of private sector housing market.

Aims, Approaches, Actions: A iii, Aiv, Av

e devastating effect on people with mental health problems;

plus associated Aims Risk Owner Target Actual
STR15 - Welfare Reform SCORES - IMPACT: 4; LIKELIHOOD: 5.
Proposed radical changes to benefits, including possibility of [Note: Scores have been assessed on the perceived scale and impact of the announced
localised council tax benefits and introduction of a universal changes, and the timescale to implement them (although there may be changes to this) -
credit system, scores will be reassessed and targets set when more information and clarity is available.]
leading to possible:
e increased IT cost due to required system changes; CONTROL MEASURES / SOURCES OF ASSURANCE:
e implementation costs not fully reimbursed by Discretionary Housing Payments policy completed and approved.
Government grant; Response made to council tax benefit consultation.
e increased workload for Benefits and Homelessness Consultations with professional bodies, peer authorities and software suppliers.
teams, Consultations with registered social landlords (RSLs), ongoing.
resulting in potential for: Impact assessment work undertaken on proposals and council house accommodation —
« adverse effect on service provision due to the number of | Alex Colyer 20 to be fed into the consideration at a strategic level of possible implications on social

housing allocations.

Consideration of possible criteria for own council tax benefit scheme.

Benefits and Housing Advice & Homelessness teams to provide initial training.
Signpost residents who are in difficulty, advice / counselling / financial help / medical
assistance etc.

Project plan for Localised Council Tax Benefits.

[More control measures / sources of assurance will be identified and put in place as
further details of the changes are confirmed.]

TIMESCALE TO PROGRESS:

Spring 2013 (Council tax support (local authorities) due to go live w.e.f. 1 April 2013.)
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Risk Reference, Title and Description,

Current Risk Score

Risk Owner’'s Comments

resulting in inability to provide full services.

Aims, Approaches, Actions: All

plus associated Aims Risk Owner Target Actual

STROS - Lack of Development Progress SCORES - IMPACT: 4; LIKELIHOOD: 4.

While there is good progress on the Cambridge fringe sites, at

Cambourne and on a refreshed planning application for CONTROL MEASURES / SOURCES OF ASSURANCE:

Northstowe despite uncertainty about improvements to the IA14 - Task Group set up with Department for Transport.

A14, development is below target, Government announcement of funding for ‘interim measures’ on A14, and recognising

leading to the authority being unable to deliver its housing need for longer term investment after the Task Group has concluded its work.

needs, Deliverability/Viability work commenced with Northstowe joint promoters and County

resulting in the Council having to meet the shortfall in the Council. Viability Consultants appointed in November.

short term from developments in existing villages and head Public Consultation events run for Northstowe in October. Phase 1 planning application

off speculative major planning applications outside the Jo Mills 10 16 received 27 February 2012.

strategy. Planning Policy produce an Annual Monitoring Report (forecasts housebuilding levels),
annually review the Local Development Scheme (can address any shortfall) and have

Aims, Approaches, Actions: C.i., C.ii.2., E.iii., E.iv. started a new Strategic Land Availability Assessment (SHLAA). Report on land supply
presented to PFH on 24 November 2011.
Pre-application discussions started with Marshalls regarding land north of Newmarket
Road
TIMESCALE TO PROGRESS:
Timetable for new Local Development Scheme has been agreed by New Communities
Portfolio Holder (PFH) in March 2011 with new plan in place in 2014.

STR14 - Implementation of National Job Evaluation SCORES - IMPACT: 4; LIKELIHOOD: 4.

Scheme

(a) The Council and trade unions are not able to form a CONTROL MEASURES / SOURCES OF ASSURANCE:

collective agreement for the implementation of a revised job Employment of specialist staff to manage the process.

evaluation scheme, Exchange of information and discussions through the Job Evaluation (JE) Steering Group.

leading to worsening industrial relations and equal pay JE Steering Group met on 19 May 2011 and continued to have negotiation meetings and

challenges and poor publicity, work with the trade unions.

resulting in public dissatisfaction with the Council’s services. The meeting with the regional Joint Secretaries on 14 November 2011 made two
recommendations, which have been agreed, with Unison, GMB and the Council:

(b) Employee anxiety about Job Evaluation, 1. To wait until after the Cabinet meeting in February 2012 before finalising negotiations.

leading to significant staff absence or reduced productivity, Alex Colyer 10 16 2. In the meantime, the Council will commence a formal 90-day consultation process,

starting 1% December 2011 and ending in March 2012. This consultation will be with
all employees on the proposals contained within the single status agreement.
Managers have commenced this process.
Implementation of an effective and timely communications plan — staff briefings have
been held in Dec 11 and Jan 12. Updates included in the corporate brief
Update letters issued to all staff in October and November 2011. All JE documents held
on Insite.

TIMESCALE TO PROGRESS:

Next Joint Secretaries meeting has been scheduled for 22 February 2012.
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Risk Reference, Title and Description,

Current Risk Score

Risk Owner’'s Comments

plus associated Aims Risk Owner Target Actual
STR12 - Supported Housing SCORES - IMPACT: 3; LIKELIHOOD: 5.
Reduction in Supporting People (SP) funding,
leading to loss of staff and changes to delivery structure, CONTROL MEASURES / SOURCES OF ASSURANCE:
resulting in dissatisfaction amongst residents and concerns Needs assessment of all tenants + Member task & finish group to identify best ways to
over well being of vulnerable people meet tenants’ needs.
Consultation with staff on new structure.
Aims, Approaches, Actions: A, C Stephen Hills 10 15 The Housing Portfolio Holder approved a new sheltered housing structure on 15 February
2012.
TIMESCALE TO PROGRESS:
Reduction in funding decision now taken (wef April 2012); confirmation received.
Will need to competitively tender to provide the sheltered housing service, in time for April
2013.
STRO3 - lllegal Traveller encampments or developments SCORES - IMPACT: 4; LIKELIHOOD: 3.
Failure to find required number of sites, or sites identified do
not meet the needs of local Travellers, CONTROL MEASURES / SOURCES OF ASSURANCE:
leading to illegal encampments or developments in the District, Gypsy & Traveller Plan to be included in Local Plan. Issues & Options consultation,
resulting in community tensions; cost and workload of Summer 2012.
enforcement action, including provision of alternative sites Ongoing routine monitoring of all District development.
and/or housing; poor public perception and damage to Jo Mills 10 12 Draft Government guidance issued, county wide needs assessment completed in

reputation.

Aims, Approaches, Actions: E.i., C.iv.3.

September 2011 but further work required.
Monthly report on position regarding temporary expiries and applications circulated to
SOG for coordination and oversight.

TIMESCALE TO PROGRESS:
New applications — ongoing.

Local Plan due for completion 2014.
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Risk Reference, Title and Description,

Current Risk Score

Risk Owner’'s Comments

plus associated Aims Risk Owner Target Actual
STRO8 - Medium Term Financial Strategy (MTFS) SCORES - IMPACT: 4; LIKELIHOOD: 3.
Risks concerning the financial projections include:
e not achieving delivery of savings to meet targets; CONTROL MEASURES / SOURCES OF ASSURANCE:
e pay and inflation exceed assumptions; Revised MTFS incorporates updated assumptions.
e interest rates do not meet forecasts; Implement plans to deliver Council’s programme in line with latest General Fund (GF) /
« employer’s pension contributions increases exceed Housing Revenue Account (HRA) savings targets.
projections; Executive Management Team (EMT) reviews progress in achieving budget targets.
« impact of successful equal pay claims exceeds available Explore shared service opportunities.
reserves; Treasury management reports to Finance & Staffing PFH.
o changes in demand for some service areas could lead to Monitor pay and inflation factors, pay and grading review, effect of current economic
pressures in the related budgets; ::Iitmatetog cbjemand led sgtrvi.ces and budgets.
« unforeseen restructuring costs; niegraied business monitoring process.
« local government resougrce review - localisation of Updated MTFS Forecast approved by Council on 23 February 2012.
business rates; )
e major developments do not meet housing trajectory LlME.SCALE TO PR.OGRESS: .
forecast: Alex Colyer 10 12 ext integrated business monitoring report.
e uncertainty re new homes bonus and formula grant
from 2013/14;
e cost of supporting development and meeting demand
from growth;
e impact of welfare reform (and see STR15 above);
e costs associated with the economic downturn;
¢ HRA self-financing post reform;
e availability of budget for Cabinet priorities;
e council tax strategy,
leading to the Council needing to take action to cut its
budgets,
resulting in cuts in services, public dissatisfaction, audit and
inspection criticism.
Aims, Approaches, Actions: A.v.
STR24 - HRA Business Plan: Government policy changes SCORES - IMPACT: 4; LIKELIHOOD: 3.
Government decides to reopen the debt settlement,
leading to increased debt requirement, CONTROL MEASURES / SOURCES OF ASSURANCE:
resulting in reduced housing programme. Capacity has been built into the Housing Revenue Account (HRA) business plan to
Stephen Hills 10 12 absorb some future changes if they are required.

Aims, Approaches, Actions: A, C

TIMESCALE TO PROGRESS:

Monitor Government policy including utilising our partnership arrangements with the
Chartered Institute of Housing.

Annual review of business plan, programme and resources.
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Risk Reference, Title and Description,
plus associated Aims

Risk Owner

Current Risk Score

Risk Owner’'s Comments

Target

Actual

STR13 - Potential risk once HRA reform is implemented.
Council fails to prepare for taking on £200M debt,

leading to significant shortfall in funds or mismanagement of
finances,

resulting in potential of regulatory intervention.

Aims, Approaches, Actions: A, C

Stephen Hills

SCORES - IMPACT: 5; LIKELIHOOD: 2.

CONTROL MEASURES / SOURCES OF ASSURANCE:

Standard budget setting and financial controls.

Project team set up to manage implementation process.

Consultancy support procured (stock condition survey and draft business plan).
Joint project team meeting with Cambridge City Council’s project team; possible
opportunities to rationalise common pieces of work, make best use of resources and
information.

Viable HRA Business Plan approved by Council - separate risk register identified.

TIMESCALE TO PROGRESS:

Outcome of initial consultation published February 2011, providing route map for
implementation.

/Anticipate new regime from April 2012.

STR20 - Partnership working with Cambridgeshire County
Council

The failure of partnership arrangements (e.g. health &
wellbeing, economic development, transport) with the County
Council,

leading to the needs of district residents and businesses not
being adequately met or reflected in County Council resource
allocation decisions,

resulting in adverse effects on the district’s residents and
businesses.

Aims, Approaches, Actions: All

Paul Howes

SCORES - IMPACT: 3; LIKELIHOOD: 3.

CONTROL MEASURES / SOURCES OF ASSURANCE:

Active engagement of officers and Members in partnerships, to ensure the district's
residents’ and businesses’ needs are articulated.

New action in Corporate Plan for 2012/13.

TIMESCALE TO PROGRESS:
Dependent on the timeframe/milestones for each partnership.
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Risk Reference, Title and Description,
plus associated Aims

Risk Owner

Current Risk Score

Risk Owner’'s Comments

Target

Actual

STR19 - Demands on services from an ageing population
The district's demography changes, with significant growth in
the over 65 year old population,

leading to additional demands on health and social care
services, including to the Council's sheltered housing and
benefits services,

resulting in adverse impact on service standards; increased
customer dissatisfaction with services; increased levels of
social isolation.

Aims, Approaches, Actions: A, C

Steve
Hampson

SCORES - IMPACT: 3; LIKELIHOOD: 3.

CONTROL MEASURES / SOURCES OF ASSURANCE:

Establishment of 'Ageing Well' workshops to build relations with statutory and voluntary
partner agencies, and promote community based preventative measures

Multi agency working group established September 2011, to meet bi monthly.

South Cambridgeshire Ageing Well strategy to be prepared for April 2012.
Demographic data to inform new South Cambridgeshire Local Plan — timetable agreed in
March 2011.

Housing for older people Task & Finish review reported to Scrutiny & Overview
Committee, 6 February 2012.

Take account of demographic change in the corporate and financial planning cycle.
/Action in 2012/17 corporate plan to ‘Work with older people to improve their
independence and quality of life’.

Redesign services to address demands.

Participation in county wide Ageing Well project — initial meeting held November 2011.
County wide workshop to which SCDC is invited on 16 March 2012.

TIMESCALE TO PROGRESS:
See various dates above.

STR02 - Equalities

The Council is successfully challenged over not complying
with general equalities legislation or legislation specific to
public and local authority bodies,

leading to possible Commission for Human Rights and
Equalities inspection,

resulting in reduction in reserves available to support
balanced MTFS, adverse publicity and effect on reputation.

Aims, Approaches, Actions: A.ii.3., B.iv.6., C.iv.3.

Paul Howes

SCORES - IMPACT: 4; LIKELIHOOD: 2.

CONTROL MEASURES / SOURCES OF ASSURANCE:

'Achieving' level of the Equality Framework for Local Government and the legal
requirements of the new Public Sector Equality Duty (PSED).

The Council has completed the publication of equality information (due date 31 January
2012) and has a specific duty to publish equality objectives by 6 April 2012. This
information will be published by a new Single Equality Scheme (SES).

TIMESCALE TO PROGRESS:

Clir Howell agreed on 19 January 2011 to endorse a new SES for consultation in
response to the new Equality Act 2010. New SES was out for consultation until 24th
June. Where appropriate, results will be incorporated into a new scheme, which will be
presented to Clir. Howell for endorsement on 21 March 2012,
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Risk Reference, Title and Description,
plus associated Aims

Risk Owner

Current Risk Score

Target

Actual

STR22 - Safeguarding the Council’s services against
climate change

The Council fails to develop measures to safeguard its
services against climate change,

leading to unacceptable vulnerability to the impact of climate
shifts and other weather-related events,

resulting in a degradation or breakdown of service delivery
and damage to property, increasing costs and impact on the
Council’s reputation.

Aims, Approaches, Actions: C.vii.

Jo Mills

STR23 - Achieving a 10% reduction in CO; emissions
The Council fails to achieve 10% reductions in the emission
of CO, from its operations,

leading to continued level of emissions,

resulting in loss of reputation, reduced ability to require
developers and businesses to reduce CO; emissions.

Aims, Approaches, Actions: 5

Jo Mills

STR17 — Major projects’ impact on small teams

The volume, scope and nature of public enquiries and/or
requests for information regarding major projects requires
greater capacity than is available in small teams which are
directly or indirectly affected,

leading to (a) inability either to provide a response or one in as
much detail as desired; (b) inability to deliver key projects
within agreed timescales and budget and/or diminished
service delivery,

resulting in (a) failure to provide adequate service to our
customers and consequent customer dissatisfaction and
reputational damage; (b) detrimental impact on other services
in terms of performance and morale.

Aims, Approaches, Actions: All

Paul Howes

10

12

Risk Owner’'s Comments

SCORES - IMPACT: 4; LIKELIHOOD: 2.

CONTROL MEASURES / SOURCES OF ASSURANCE:

The Council adopted the Climate Change Action Plan (CCAP) 2011-2013 on 22
September 2011.

Specific actions in place within CCAP and New Communities Service Plan.

New co-ordination body (Internal Sustainability Delivery Group - ISDG) assisting with
implementation and monitoring.

Regular EMT reporting and quarterly performance reports to PFH meetings.

TIMESCALE TO PROGRESS:
CCAP actions undertaken over the period 2011 to 2013

SCORES - IMPACT: 2; LIKELIHOOD: 4.

CONTROL MEASURES / SOURCES OF ASSURANCE:

The Council adopted the Climate Change Action Plan (CCAP) 2011-2013 on 22
September 2011.

Specific actions in place within CCAP and New Communities Service Plan.

New co-ordination body (Internal Sustainability Delivery Group - ISDG) assisting with
implementation and monitoring.

Regular EMT reporting and quarterly performance reports to PFH meetings.

TIMESCALE TO PROGRESS:
CCAP actions undertaken over the period 2011 to 2013

SCORES - IMPACT: 3; LIKELIHOOD: 4.

CONTROL MEASURES / SOURCES OF ASSURANCE:

Effective service plans identifying (where possible) forthcoming major projects and
realistic plans to deliver them.

Effective contingency plans to enable the Council to deal with major issues or projects
which could not be anticipated.

Effective communications strategies for each major project (joint with other
partners/agencies, where appropriate).

Regular internal briefings.

Publish relevant SCDC and other partner/agency information etc on website.
Involvement of communications team as necessary.

Update reports to relevant portfolio holder at every PFH meeting.

Participation by other partners/agencies in supporting SCDC communications.
Review of MTFS.

TIMESCALE TO PROGRESS:
Dependent on the timeframe/milestones for each major project.
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Risk Reference, Title and Description,

Current Risk Score

Risk Owner’'s Comments

dissatisfaction, tarnished reputation and uncontrolled costs.

Aims, Approaches, Actions: All but especially A

plus associated Aims Risk Owner Target Actual
STR16 — Depot size SCORES - IMPACT: 4; LIKELIHOOD: 2.
Failure to secure permanent alternative depot arrangements,
leading to adverse health & safety implications, loss of CONTROL MEASURES / SOURCES OF ASSURANCE:
operating licence, Temporary alternative arrangements in place.
resulting in inability to provide full service, possible staff death Permanent arrangements identified; planning consent granted March 2011.
or injury, service failure/disruption, legal action, reputational SMT supported move and lease of 25 yrs on 4 May 2011; approved by Environmental
damage. Mike Hill 8 8 Services PFH in May 2011.
Implementation and additional costs included in 2011/12 and 2012/13 budgets.
/Aims, Approaches, Actions: Av, Cii, Ciii, Civ Project Initiation Document approved by EMT in August 2011.
Heads of Terms being reviewed.
TIMESCALE TO PROGRESS:
\Vehicles to move to temporary facility in April 2012.
Revised move to new Depot facility is October 2012.
STR21 - Keeping up with technology development SCORES - IMPACT: 2; LIKELIHOOD: 2.
The authority fails to maintain an awareness of technology
opportunities and does not implement appropriate technology CONTROL MEASURES / SOURCES OF ASSURANCE:
enhancements, ICT Strategy, ICT Security Policy and Usage Guidelines, Information Governance project.
leading to inability to appropriately manage the handling of EMT, Policy & Performance Portfolio, Information Governance Working Group and the
data and sensitive information, IT and communications Website Officers Working Group.
systems not having capability / capacity to meet emerging IAssessment of service area needs in conjunction with the annual budget planning and
standards and unable to deal with service requirements and Service Planning process.
improvements and deliver efficiencies, Externally — The exchange of information, ideas and opportunities via county wide and
resulting in diminished standard of service, customer Alex Colyer 4 4 national user groups including the County and Districts ICT Group, Cambridgeshire Public

Sector Network Partnership Board, Information Management Technology Partnership
Board, ICT Shared Services Group and County Data Sharing Group.
Membership of the Society of IT Managers (SoclTM) and British Computer Society.

TIMESCALE TO PROGRESS:

ICT Strategy and Policies are refreshed annually, next update due April 2012.
Regular monthly or bi-monthly engagement with officers, Members and public sector
partners.

Dependent on the timeframe/milestones for each major project.

X/ Amber / [EITT31 shading in the Actual Column indicates the following movement in risk scores:

for risks previously

above the line: o the score has increased

Amber

o the score has not changed, or has decreased but stays

above the line

o the score has decreased to below the line

for risks previously
below the line:

e the score has increased to above the line

e the score has increased but stays below the line

o the score has not changed, or has decreased
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Notes

1. The “Reference” is unique and retained by the risk throughout the period of its inclusion in the risk register.
2. Criteria and guidelines for assessing “Impact” and “Likelihood” are shown on below.

2. The “Actual’ risk score is obtained by multiplying the Impact score by the Likelihood score.
3. The dotted line (- ------ ) shows the Council’s risk tolerance line.
4. The “Timescale to progress” is the date by which it is planned that the risk will be mitigated to below the line.

Aims

Risks are cross referenced to the relevant:
(a) Aims, Approaches and/or Actions adopted by Council on 27 November 2008
with effect from 1 April 2009 (e.g. A. v., or E. ii. 2, etc);
(b) 12 Council Actions for 2010/11 approved by Council on 26 November 2009;
(c) 17 Corporate Actions for 2011/12 approved by Council on 24 February 2011.

Impact Giving rise to one or more of the following: Likelihood
Service Financial . Statutory service/ . -
disruption People loss * Environment legal obligations Management | Reputation Score Guidelines Score
S_erioug Extensive o Is expected to occur
dlsrqptlon to . . Major regional / * Central COL.”d Iegd to adverse in most circumstances
services Loss of Financial national government resignation of coverage in Almost (more than 90%), or
Extreme (loss of lif loss over - | intervention; or Leader or ional 5 ) o) 5
services for ife £500k gnwronmenta « Multiple civil or Chief nationa " certain e More tha.n 90% likely
more than 7 amage criminal suits Executive {Jrles§ andjor to occur in the next 12
days) elevision months
Maior o Will probably occur at
dis:u tion to Financial Could lead to | Adverse some time, or in some
serviges Extensive | loss Major local e Strong regulatory | resignation of | coverage in circumstances (66% -
High (loss of multiple between environmental sanctions; or Member or national 4 Likely 90%), or 4
services for injuries £251k - damage o Litigation Executive press and/or * 66% to 90% likely to
up to 7 days) £500k Director television occur in the next 12
months
Noticeable o Fairly likely to occur at
disruption to Serious Financial ¢ Regu!atory N Extensive some time, or in some
; = sanctions, Disciplinary / ) o
services injury loss Moderate interventions capabilit adverse front circumstances (36% -
Medium (loss of (medical between environmental ublic interes’t rgcedunyes page local 3 Possible 65%), or 3
services for treatment | £51k - damage p . p press ® 36% to 65% likely to
] reports; or invoked -
up to 48 required) £250k « Litigati coverage occur in the next 12
hours) itigation months
g.omet. t Financial " » Some local . Ls ;mliktleéy tcz occur,
isruption to Minor loss of Minor e Minor regulatory | £ 1o press ut could, at some
. . . H o/ _ 0,
Low mter_nal . injury (first | between environmental consequences; procedure coverage; or, 5 Unlikely tlmoe (11 A)O 35 %), or 5
services; no aid) £6K - damage or invoked adverse * 11% to 35% likely to
impact on £50K o Litigation internal occur in the next 12
customers comment months
Insignificant . gllxacsé ’c))tr:(I)):1 Zlccur in
ic::ts;lrf:lon to No Financial Insignificant ¢ Egn;?lﬂz;oczs- Informal HR No circumstances (up to
Insignificant services: no iniuries loss of up | environmental or q ’ procedure reputational 1 Rare 10%), or 1
impact o’n / to £5k damage « Litigation invoked damage e Up to 10% likely to
customers occur in the next 12
months

* including claim or fine
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Appendix B
Strategic Risk Matrix
March 2012 - Draft

South
Cambridgeshire
District Council

IMPACT
Insignificant Low Medium High Extreme
1 2 3 4 5
Almost '
. 5 12. Supported Housing 15. Welfare reform
certain |
23. Achieving a | 5. Lack of development
Likely 4 10% reduction in | progress
CO. emissions | 14. Implementation of
. National JE Scheme
a 20. Partnership working ' 3. lllegal traveller
o) with Cambridgeshire | encampments /
o . Risk Tolerance Line County Council developments
§ Possible 3 || ——————— 19. Demands on 8. Medium Term
I-Q services from an Financial Strategy
5 ageing population 24. HRA BusinessPlan |~ |
2. Equalities
22. Safeguarding the 13. Potential risk
Unlikely 2 Council’s services once HRA reform
against climate is implemented
change
Rare 1
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